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OIKONOMIKQN T1PO2®OPQON - AIKAIOAOIMHTIKQN A THN lTPOMHOEIA KAI
ErKATAZTAZH NMPOIrPAMMATOZ lNPOX2TAZIAZ KAl KATATIOAEMHZHZ ION (200
AAEIEZ antivirus) TOY TN\HPO®OPIAKOY 2Y2THMATOZ TOY I'.N. PAQPINAZTIA
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To TN® éxovrog urown TIG S1ATASEIG : OTTWG AUTEG ICXUOUV

1.1 Tou N.3329/2005 (PEK 81/4.4.2005) Mepi EOvikoU Zuothpatog Yyeiag kai KoivwvikAg AAMNAeyyUNnG kal AoITrég
OI1aTAEEIG OTTWG TPOTTOTTOINBNKE Kal IGYUEI.

1.2 Tou N.3580/2007 «MpopnBeieg Popéwv emmomTeUopévwy atrd To YTroupyeio Yyeiag kai KovwvikAg AAMNnAeyying
Kal GAAeG dlatdéeigy (PEK A'134/18-6-2007).

1.3 Tou N. 3918/2011 (PEK 31/A/2011) «AlapBpwTiKEG aAAayég aTo oUOTNUA UYEIOG Kal AGAAEG DIATAEEIGH

1.4 Tou N.3861/2010 «Evioxuon Ttng O1a@AveIag MPE TNV UTTOXPEWTIKA avdpTnon vOuwv Kal TTPAgewv  Twv
KUBEPVNTIKWY  BIOIKNTIKWY  Kal  auTodIOIKNTIKWV  opyavwy  oTo  d1adikTuo»  «[pdypappa Alauyeio» Kar GAAEG
dlardgelg.(A-112).

15. Tou N. 3886/2010 (PEK A" 173/30.9.2010) «AIKQOTIKF ) TrpooTacia Katd Tn oluvayn Onuoéciwv
oupBdoewvy, €101 OTTWG TPOTTOTTOINBNKE pE TIG BIaTAgEIG Tou dpBpou 63 Tou N.4055/2012 (PEK A’51/2012)

1.6 Tou N. 2362/1995 «[epi Anupogiou AoyioTIkoU, gAéyxou Twv damravwyv Tou Kpdtoug kal GAAEG dIaTAEEIg
(P.EK. A" 247/27-11-1995), omwg 1ox0el We Tov  4270/2014 (PEK  143/1. A’/28.06.2014) Apxég
dnuoaiovouiKng dlaxeipiong Kal emmoTrTeiag (evowpdtwon tTng Odnyiag 2011/85/EE) — dnudoio AoyioTiké kol GAAES
Siatdgeig

1.7 Tou Kwdika AioikntikAg Aladikaaiag (K.A.A)), 6TTwg 10XUEl, 0 oTToiog £x&l KupwBei pe 1o ApBpo TTpwTo Tou N.
2690/1999 «Kupwaon Tou Kwdika AloiknTikAg Aladikaoiag kal dAAeg diataeig» (P.E.K. A" 45/9-3-1999).

1.8 Tou N. 4072/2012 (PEK 86 A’/11-04-2012) «BeAtiwon emixeipnuatikoU trepiBdAloviog —Néa eTaipikn pop@r-
ZAuata- Meoiteg AKivATwy- PUBion OgudTtwy vauTiAiag, Aiévwy kai aligiag kalr GAAeg diatagelg, Mépog AguTepo, Néa
eTaipikn popen: 181wtk KepaAaiouxikn Etaipia (IKE)

1.9 Tou N. 4250/2014 (DEK 74/1. A") «AloiknTikég ATTAouoTeUoelg — Katapynoelg, Zuyxwveuoelg Nouikwyv MNpoocwtrwv
Kal YTnpeoiwv Tou Anpoaiou Topéa — Tpotrotroinan Alaté&ewv Tou 1.6. 318/1992 (A" 161) kai AoITTéG puBUiTEIg».

1.10 Tou N. 4254/2014 «Métpa otApIENG Kai avamTugng NG €AANVIKAG OIKOVOWiag OTO TTAQICIO €QAPUOYAG TOU V.
4046/2012 kar GAAeg BIaTAEEIG»

1.11 Tou N.4013/2011 (PEK 204/1.A’/15-09-2011) ZUoTaon eviaiag AveEdptntng Apxng Anuociwv Zuppdocwv
OTTWG TPOTTOTTOINONKE Kal IGKUEI

1.13. Tou N. 4412/2016 (PEK 47/1. A'/08.08.2016) Anudoieg ZupRdaoeis Epywv, MNpoundbeiv kai YTINPeoIwv
(Trpocappoyn oTig odnyieg 2014/24/EE & 2014/25/EE).

1.14. Tou N. 4441/2016 (PEK 227/1. A’/06.12.2016) AmAotroinon Oiadikaciwv ocUOoTAONG ETTIXEIPAOEWY, Gpan
KQVOVIOTIKWYV EPTTOdIWY GTOV avVTAYWVIOUO Kal AOITTEG DIATAEEIG

1.15 Tou N.4472/2017 (PEK 74/A/2017) «ouvtaglodoTikEG BIaTAgEIG Anuooiou Kal TPOTToTroinon dIoTAgewv Tou V.
4387/2016, pétpa €@apUOyAG Twv ONUOCIOVOUIKWY OTOXWV KOl PETOPPUBUITEWY, PETPO KOIVWVIKAG OTAPIENG Kal
epyaoiakég pubuioeig, MegotrpdBeapo MAaigio AnpociovouikAg ZTpatnyikng 2018-2021 kai Aoitrég diatdgeig

1.15Tou N4605/®PEK A/52/1-4-2019 ( dpBpo 43 Tpomomoinon diartdaewv Tou N 4412/2016 (A147

1.16 Twv N4608/2019 (A66) kar 4609/2019 (A67 ) de TOUG OTOIOUG YiveTAl TPOTIOTTOINON TWV
emigépoug diatagewyv Tou N 4412/2016

1.17Tnv vm ap 223/30-10-2020 Oépa 4 amoé@aon Tou AX pe AAA QMIMM469071-916 vyia Tnv
dueon avaykn di1ac@daAion TANPOPOPIAKOU CUCTAMATOG

1.18To um ap 422 /19-1-2021 éyypa@o TOU THAHATOG TTANPOPOPIKAG HE TO OTMOIO KATATEONKAV
ol TEXVIKEG TTpodlaypa@ég

1.19Tnv ut ap 22/29-1-20216gpa 9 amépacn pe AAA WO3IT46971-1Y9Tou A pe TnVv oTroia
a)eykpivovtar ol Texvikeg Tpodiaypapes A THN TNMPOMHOEIA KAl EFKATAITAXH NMPOrPAMMATOZ
MPOZTAZIAZ KAl KATANOAEMHZHZ IQN (200 AAEIEX antivirus) TOY MAHPO®OPIAKOY XYZTHMATOZXZ
1.20 Tnv umr ap 149/30-6-2022 OEMA 7 AAA Q21469071- QAAamré@acon Tou AX pe Tnv otroia gykpivetar H
TPOOKANON €KOAAWON E£VOIAPEPOVTOG Yid TNV UTTOBOAR] OIKOVOUIKWY TIPOCPOPWY — SIKAIOAOYNTIKWV
yia Tnv MPOMHOEIA KAl EFKATAXTAZH NMPOrPAMMATOZ MNMPOXTAZIAX KAl KATANOAEMHZHZ IQN (200
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AAEIEZ antivirus) TOY MAHPO®OPIAKOY ZYITHMATOZ «kai_ MPOYMOAOTIZOEIZA AAMANH ME ®MA 24%
1 4426,80 € «kai opileTal n emTPOTIA agloAdynong .

1.20Tnv um ap  1963/7-7-2022 amé@acon avdAnyng umoxpéwong AAA 9PPA46907I-TTY KAl AAAM

21REQ010884570

ZAX KAAEI va amooTeileTe 0g OQPAYIOPEVO PAKEAO TNV OIKOVOMIKA O0G TTPOC@®OPd Kal Td amrapaiTnTa

SikaloAoynTikd  yia TRV avwTépw TTpoundeia éwg Tnv 18-7-2022 kai wpa 14.00" 1y .

Fevikég MAnpo@opieg

10.

O1 Tpoo@opég Ba katateBolv péXpl TNV KOTOANKTIKN nUEpoPnvia Kal wpa Tou opifel n Tmapoluca , OTnv
EAMnvik)  yAwooa, o€ @akelo, kai utroyeypappévn. Or CUPUETEXOVTEG, UTTOR&AOUV TNV TTPOCPOPA TOUuG, OF
«@akeho» pe TrEPIEXOPEVO OUO (2) (utro)pakéAoug (a) Evag (UTTO)PAKEAOG PE TNV £vOEIEn «-AIKAIOAOYNTIKWV-
Texvikn Mpoogopd» kai (B) évag (utto)edkehog pe Tnv €vdeign «Oikovouikn Mpoo@opd».

H 10x0¢ Twv OXeTIKWV ouppBdoewyv PTTopei va dlakoTrei epdoov yivel  KevTpikr utrnpeoia (YTroupyeio Yyeiag &
Koivwvikng AAMnAgyyung kai To YTroupyeio AvAamTuéng). ZTnv TTepimTwaon auTh yia Tn Alon Tng ouuBaong, n utnpeaia
pag, oudepia euBuvn €xel EvavTi TOu xopnynTh.
>e mepimtwon Tou  doBei egoucioddtnon améd Tnv 3n  YINE MAKEAONIAXZ iy amd kevrpiky utinpecia (YTroupyeio
Yyeiag & KoivwvikAg AAMNAeyyUng kai To Ytroupyeio Avamrruéng) n uAotroinon Twv va yivel amé &GAAo voookoueio
Kapia euBuvn dev €xel To TN DAWpIvag kai ol TTAnpogopieg Oa doBolv atrd Ta avTioToIXa TUAKOTA QUTWV
Na katatebei BeBaiwan 611 o TIUEG TTOU divouv gival oUpewveg pe auTég Tou Maparnpntnpiou Tipwv. Edv 1Ic0xUouv
AtrayopeUeTal n UTTOROAR EVOAAOKTIKWV TTPOC®OPWY. Tuxov uTtoBANBEioEG EVOAAOKTIKEG TTPOCPOPES ATTOPPITITOVTAI.
MNa 6T dev TTpoPAETTETAl ATTO TOUG GPOUG TNG TTAPOoUCag, IGXUOUV ol dIaTAEEIg TTEPi TTPoUNOEIWY Tou Anpoaiou Kal Twv
N.M.A.A., Tou N. 4412/2016.

H Atmoo@pdyion Twv TTPOC@POPWY  MTTOPEI va yivel o pia_gvidia oguvedpiaon Xwpig Sidkpion
oTadiwv/edoswyv (afloAdynon SIKaloOAOyNTIKWV _— TEXVIKAS KAl OIKOVOUIKAG TTPOT®@OPdS ) CUNPWVA HE TOV
N4412 apBpo 117 ap 3. kan 8a katatedei oo AZ Tou TN® ENA MPAKTIKO.

O1 mpounBeutég pmropolv va utrofdAouv TTpoo@opd yia To cguvodo < TMPOMHOEIA KAl EFKATAXITAZH
NMPOrPAMMATOZ MPOZTAZIAZ KAl KATANOAEMHZHZ IQN (200 AAEIEZ antivirus) TOY NAHPO®OPIAKOY
ZYZTHMATOZ TOY I'.N. DPAQPINAZ

Xpovog IoxU TTpoo@opds 6 HAVES
KPHTHPIO KATAKYPQZHZ n mAéov oup@épouca atrd OIKOVOMIKAG GTToyng TTpoo@opd Bdon TnG  XapnAdtepng
TIUAG

AIKAIOMA ZYMMETOXHZ

AKaiwpa CUPUETOXAS €XOUV O OIKOVOUIKOI OopEi OTTwG auToi Treplypd@ovTal oto dpbpo 2, map. 1 (11) ToU V.
4412/2016 nAT01, KABE QUOIKO i VOUIKO TIPOCWTIO i ONUOCIOG QOopPEag R £vwon aUTWY Twv TTPOCWTTWY H/Kal
POPEWYV, CUUTTEPIAAUBAVOUEVWV TWV TIPOCWPIVWV CUUTTPAEEWYV ETTIXEIPHOEWY,

EmmirAéov 1O dIkaiwpa CUUPETOXAG uTTown®iwv KaBopiletal ammd Ta opifdueva ato apbpo 25 Tou

N. 4412/2016.

MNa Toug UTTOWNPIOUG OIKOVOUIKOUG QOPEIG UTTO HOPQR EVWOEWV i TIPOCWPIVWV CUUTTPASEWY, OEV OTTQITEITAI QUTOI
va TrePIBANBOUV GUYKEKPIPEVN VOMIKA POP@r], yia Tnv uttoBoAn 1poa@opds (dpbpo 19 Trap. 2, N. 4412/2016).

E@doov 6uwg n avadBeon Tng oupfacng yivel e évwan i GUUTTPAEN OIKOVOUIKWY QOpEwy, auTr uTToxpeoUTal va
TEPIPANGEI  CUYKEKPIPEVN VOUIKN pop®r, €pOCOV N Aywn OpPICHEVNG VOMIKAG WOPQAG Eeival avaykaia yia Tnv
IKOVOTTOINTIKY €KTEAEON TNG ouufaong (apbpo 19 Tap. 3, N.

4412/2016).2¢ mepiTTwon avaBeong NG ouuBacng otnv évwaon, n eubuvn auth efokoAouBei péxpl TTARPOUG
ekTéAEONG TNG oUPPBaong (apBpo 19 Trap. 4, N. 4412/2016).
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Toémog — Xpovog dievépyelag - Tpomog Aqpng Eyypdewyv, Algukpivioewv

TOonox HMEP HMEPOM KATAAHKTI HMEP
YNoBO OMH HNIA KH OMHNI
AHZ NIA ENAP=HZ HMEPOMHNI A
nPOzZo® ANAP YMOBOA A AIATQ
OPAZz THZH HZ YNMOBOAHZ NIZMO
z NnPOZ®O NMPOZ®OPQ Y
ITH PQN N
'N®
TMHMA 12-7- Méxpi TIg 19-7-
rPAMM 11-7- 2022npép 18-7-2022 2022
ATEIA- 2022 o TPITH nuépa
nrPQTO HMEP AEYTEPA HMEP
KOAO A Kai wpa ATPIT
AEYT 14.00 r.p. H
EPA Kal

Mpoo@opég TTou uTToAAAOvVTal PETA TN AREN TOU TTapaTTavw XPOvou dev atroa@payifovTal

To TAApeg Teuxog Tng Odlaknpuéng éxel Onuooieutei oto KHMAHZ, oTto Mpdypapua Aladyeia

AtrapaitnTa SikaioAoynTika

a) O1'EAAnveC TTOAITEC:

1)AéoTraoMa TTOIVIKOU UNTPWoU £KkO0ONG TOU TEAEUTAIOU TPIMAVOU aTTd TO OTT0I0 va TTPOKUTITEI, OTI Ogv €XOUV
KaTadIkaoOei e aueTdkAnTn SIKACTIKA aTTé@acn, yia KAToIio amd Ta adikAuaTta tng map. 1 Ttou dpbpou 73 Tou
N.4412/2016, yia kamolo até 1a adikfiuata Tou AyopavouikoU Kwdika, OXeTIKO Ye TNV GOKNGCN TNG €TTAYYEAUATIKAG
TOoug OpaaTnNPIOTNTAG, €POCOV auTd opiletal otn dlakApuén A yia KaTolo ammd Ta adIKAPATA TNG UTTEEAipEaNG, TNG
amrdrtng, TnG ekPiaong, TG TTAaaToypagiag, TNG weudopkiag, Tng dwpodokiag kai TNG dOAIAG XPEWKOTTIOG.

2 MioTotroInTik6 app6dIag SIKACOTIKAG 1 OIOIKNTIKAG apxng, €kdoong Tou TeAeuTaiou €faurvou, aTTdé TO OTIOIO va
TTPOKUTITEl OTI BeV TEAOUV O€ TITWXEUON Kal, €TTiaNG, 6T Oev TeEAOUV o€ dladikaaia kApuEng TITWXEUCNG.

3) MoTomoInTikd TToUu €KdideTal Ao APPOdIa KATA TTEPITITWON APXH, ATTO TO OTI0I0 VA TTPOKUTITEl OTI KATA TNV
nUEPOUNVia TG wg avw €190TToINONG, €ival EVAPEPOI WG TTPOG TIG UTTOXPEWOEIG TOUG TTOU GQOPOUV TIG EI0POPES
KOIVWVIKAG ao@AAiong (KUpIAg Kal €TTIKOUPIKAG) KAl WG TTPOG TIG POPOAOYIKEG UTTOXPEWOEIG TOUG. & TTEPITITWON
€YKATAOTOONAG TOUG OTNV aAAODATTA, Ta OIKAIOAOYNTIKA TWV TTAPATTAVW TTEPITITWOEWY (2) Kail (3) ekdidovTal ye aon
TNV 1I0XU0UCO VOUOBEDIa TNG XWPAG TTOU Eival EYKATESTNPEVOI, ATTO TNV OTToIa KAl EKSIOETAI TO OXETIKO TTGTOTTOINTIKO.
4) MoTotroIinTiKé TOoU oIkeiou ETripeAnTnpiou, Ye 10 oTroio Ba TMICTOTIOIEITAI APEVOS N EYYPAPH TOUG O’ auTd Kal TO
€10IKO €TTAYYEAUA TOUG, KATA TNV NUEPQ dIEVEPYEIOG TOU DIAYWVIOUOU, KAl aGQETEPOU OTI €EaKOAOUBOUV va TTaPAPEVOUV

EYYEYPAUUEVOI PEXPI TNG ETTIOOONG TNG WG Avw Eyypagng €100TT0INONG.

Nepiexopeva PakéAou «Texvikni NMpoopopd»
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H TeXVIKR TTpoo@opd Ba TTpETmel va KAAUTITEl OAEG TIG ATTAITACEIS Kal TIG TTPOdIaypa@ES TTou €xouv Tebei ammd Tnv
avabétouoa apyxn Mo  Ouykekpipéva, O @AKEAOG TNG TEXVIKNAG TIPOCPOPAG Ba  TTPETTEl OTTWOOATIOTE  va
TepIAaPBAver:

‘Eyypa@n dAwon Tou CUMPETEXOVTA, e TNV oTToia Ba dnAwvel:
a) 6TI N TTPOCPOPA Tou TTANPOI TTAAPWG TIG OTTAITOUMEVEG TEXVIKES TTPOdIAYPAPES TOU BIaywVIOUOU,
) 611 n TTpoopopd Tou IoXUEl yia SiIdoTnua TOUAdYIoTOV 6 HAVEG

21nv Texvikr) TTpoc@opd Ba avaypd@ovtal ol Texvikég MpodiaypagEg.

00 NARpN TexvIKA TepIypa@n otnv eAAnNVIKA YAwooo
MNepiexopeva Pakélou «Oikovopiki Mpoo@opd

210V @QAKEAO TNG OIKOVOUIKAG TIPOC®OPAg TOTTOBETEITal ammapdaitnTa o€ 500 avriypa@d (EK TwvV OToiwv TO
€va TTPWTOTUTIO KAl TO SEUTEPO PWTOAVTIYPAQPO), N OoTroia Ba TTEPIEXEI T OIKOVOUIKA OTOIXEIA TNG TTPOTPOPAG,
E€TTi TTOIV) aTTépPIYnG, SIAUOPPWUEVA WG EEAG:

'H Oikovouikn Mpoc@opd cuvtdaoetal Pe BACN TO avaypa@ouevo GTNV TTapouca KpITHpio avdBeong, oUP@wva PE TO
UTTOBEIYHO :

'H 1A Tou 1Tpog TTpoprBeia UAIKOU diveTal € EUPW avd povada pETpnong

v Ty TTepIAauBdvovtal oI UTTEP TPITWV KPATACEIG, w¢g Kal K&Be A&AAn emPdpuvon, olp@wva pe TNV
Keiyevn vopoBeoia, pn ouptepidapfavopévou O.M.A., yia tnv Topddoon Tou UAKOU oOTov TOTIO Kal PE TOV
TPOTTO TToU TTPORAETTETON OTA £yypaga Tng oluBaong.

O1 uTTép TPITWV KPATATEIG UTTOKEIVTAI OTO EKACTOTE I0XUOV avaAoyikd TEAOG XOPTOOTMOU Kal OTnV €T auToU €1I0Qopa
utrép OTA.

TEXNIKEZMPOAIAIPA®EZ

A. TEXNIKEZ MPOAIATPA®EZ- ®YAAO ZYMMOPO®QZHZ

MINAKAZ TEXNIKQN MPOAIATPA®QON
E ANA
A NTH
A >H
X neP
I oM
A b2 HO
/ MEPIFPA®H T EYT
A H H
A
n
A
I
T
H
b2
H
Z0oOTNUO TIPOCTACING TEPHATIKWY OTAOHWV
(EDR)
TEXNIKA XAPAKTHPIZTIKA
N
Na umooTtnpifetal n  Asitoupyia  antivirus  pe A
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QAUTOUATEG EVNHEPWOEIG UTTOYPAPWV I
N
Na utrooTnpigetal n duvaTdTNTa EVNPEPWONG ATTO A
TOTTIKO onueio I
Na unv amaiteital eykardoTacn oloudATToTE GAAOU
AoyiopikoU (mr.x. applicationserver) 3 ouokeung N
oto OikTUuo Tépa atmd TO AOYIOMIKO TEPUATIKOU A
oTaBpou. I
Na utrooTnpiCeTal n gykardotacn Tou AOYIOPIKOU N
Kal pyéow aAAnAemidpaong (interactive) aAAG kai A
Xwpig TTapéufBaon Tou xpnoTn (silent) I
Na utrooTtnpiCeTal n gykardotacn Tou AOYIOPIKOU N
MéOw  ouoTnuaTwy  dlaxeipiong  AoyiouIKOU A
oTOBUWYV I
N
Na utrooTnpietal TTapdAANAn AsiToupyia pe GAAQ A
avTi-ik& ocuoTAuaTa I
Na utrooTtnpiovTtal AeIToupyikd CUGTAPOTA:
N
Windows 7 A vedTePO A
0SX 10.11 kai MacOS 10.12 1} vedTepO I
Redhat EL ka1 CentOS 6 ka1 7
Na uttrooTnpidovTal KIVNTEG CUOKEUEG N
A
Android I
Apple iPhone (iOS)
N
Na Ttapéxeral Aoy yia Tnv 0opatotnTa Tng A
AgIToupyiag Kal Twv PNVURATWY GTO XPNoTn ] OxI I
N
Na atrokAgiovtal digpyacieg TTou TTaPOUCIAlouv A
KOKOBOUAN cupTtrEPIQOPA I
N
Ta opxeia TOU  TTOPOUCIAlouV  KAKOBOUAN A
CUNTTEPIPOPA Va TiBevTal o€ KapavTiva I
N
Na utmdpxer OuvardtnTa  €mavagopdg amo A
KapavTiva |
Na utmrdpxer duvardtnta autéparng diaypagrg N
amd Tnv Kapavtiva PeTd amd €va  didoThua A
Siatipnong. Na avagepBei To didoTnua auTo. I
N
Na TepuariCovral  autéuata  dlEpyacieg  TTou A
TTAPOUCIAdouV KAKOBOUAN GUUTTEPIPOPAE I
N
Na utrdpxel duvarétnta dnuioupyiag TTONITIKWV A
avda OpAdESG TEPUATIKWV I
N
Na utrootnpiCeTal oTamikn (static) av@Auon kai A
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avdaAuon cupTrepipopdg (behavioral) I
Na utrooTnpileTal avaAuon o€ UTTOTITO TEPUOTIKG
pe duvardTnTa:
AkoAouBia cupBAavTwy Kal he duvaToTnTa EAEYXOU N
XPOVIKNG 0Oelpdg oOmou Ba eivar duvari n
TTapoucioon  OvOpaTog  TEPUATIKOU  aTabuou, A
ovouatog xpnotn, IP dielBuvaong, epapuoyis 1 [
dlepyaaciag
>
3
0
n
y
£
p
Na eival aueca OlaBéoiya oToixeia akoAoubiag €
OupBavTwyY S
Na TTapPEXETA duvaroéTtnTa IXvnAdtnong
KAKOBOUAOU  AoyIOWIKOU  Kal  va  TTapéEXETal
oTITIKoTroINUéva  (T.X. YpAapog 1R didypaupa)
TTAnpoopia yia Ta:
N
Znueio Tapeioppnong A
To oToixeio TTou HOAUVONKE apxIika (patientzero) I
H péBodog TTapeioppnong
N
Na uTrdpyel TEXVIKF €VTOTTIONOU TTOAUMOPQIKWYV A
malware I
N
Na umdpxel OuvatétnTa  eviomiopou  file- A
lessattacks I
E
m
I
0
u
J
n
Na utrdpyel duvatdtnTa €Aéyxou arrelAwv armmd T
TEPUATIKA XWPIG EYKATEOTNUEVO TTPAKTOPA (agent) o)
N
Na yivetal xprion TEXVIKWVY PNXavikng paénong yia A
TOV EVTOTTIONO KOKOBOUAOU AoyIouIKoU I
Na  umdpxer  Aeioupyia  emavagioAdynong
amogdoewy  (TepimTwoelg  falsepositive  / N
falsenegative) xwpig va atraiteital €mavéAeyxog A
TOU TeKuNpiou (apxeiou, diepyaaiag, K.ATT.) I
Na uTToOTNPICETaI n xpron 10C N
(IndicatorsofCompromise) kai n  duvatéTnTa A
EI0QYWYAG VEWV PE XPrON AVOIKTWYV TTPOTUTTWY I
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N
Na avagepBei 10 TPOTUTTO TTEPIYPAPAS TWV A
artifacts I
E
m
I
0
u
g
n
T
Na utroaTtnpicetal repiypaen pe OpenlOC 6
N
Na evromifovral Tekupla ME  XAPNAOG puBud A
eQaviong I
N
Na evroTriovTal Kol avo@épovtal UTTABEIEG O€ A
EYKATECTNMEVO AOYIOUIKO I
Na utTooTnpigeTal OUVaMIKN avaiuon N
CUNTTEPIPOPAG KOl VO TTAPEXETAl  AVAAUTIKA A
ava@opd aTmoTEAETUATWY I
N
A
H AUon va mrepidauBavel Ta amrapaitnta sandbox I
N
Na umdpxelr n duvardtnta oTo OlaXEIPIoT va A
uTTORAAEI TEKUAPIA YIa avaAuaon. I
N
Na evromiovtal KaI va OTTOKAgiovTal OUVOETEIG A
TUTTou CnC (CommandandControl) I
N
Na evrotiovtal epappoyég TUTTOU dropper WOoTe A
va atrokAegietal n dieioduon maliciouspayload. I
N
Na Tapéxetar n duvardTnTa ATTOKAEIGUOU TOU A
TEPUATIKOU O0TOOUOU I
Na utrdpyer duvatoTnTa eEaipéocwv oe etiredo IP N
kal utnpeciwv DNS kai DHCP ot Trepimrtwon A
OTTOKAEIGUOU |
N
A
Na uttdpyel duvardtnta avalitnong I
Na Tapéxetar n  duvatétnta  dnuioupyiag N
eCaipéocwy  yia apxeia, Oiepyaoieg, Ol1adPOUES A
(path), digubuvoeig IP I
Na TTapéxetal n duvaTodTNTA AUTOUATOTTIOINUEVWY N
EVEPYEIDV  Of  OTOBpoUG OTnV  TIEPITITWON A
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EVTOTTIOMOU ATTEIAWY, OTTWG: I

ATT00TOARA delyudTwy yia avaAuon
MeTakivnon o€ dIaQopETIKr ouada
ATTOKAEIOUSGG OTOBUOU

H AUon Trapéxetar pe pnviaia xpéwon Kal n
AvaBétouaa Apxr MTTOpEi va TTpooBETel 1 agaipei N
Gdeieg kard BouAnon xwpig déopeuon eAGXIOTOU i A
MéyioTou apiBuou. I

Agv uttdpyxel €AAxIOTOG OPIBUOG OTTAITOUPEVWV N
adeIwV. A

H xpéwon adeidv Ba yivetar avd TEPUATIKO
(workstation, server, mobiledevice) avegapTiTwg
XPNOTWV. N

(Xpéwon yia 200 adeieg) I

O Avdadoxog 6Oa TOpéXEl  ATTOMAKPUOHEVN N
utrootpiEn  Tng  umnpecsiag  EDR ywpig A
EMTTPOCBETN XpEwon I
H Siaxeipion va yiveral pye xprion webbrowser N

A

I
Na utrooTnpidetal auBevTiKoTroinon TTOAAATIAWY N
mapayoviwv  (MFA)  yia T ouvdeon Tou A
dlaxelpioTn I
H mpdéoBaon pe 1o TTEPIBAAAOV diaxeipiong o€ Ba N
armaitei  guvdEon ME OTTOIOBNATIOTE TPOTIO OTO A

ETAIPIKO OiKTUO. I

H 1rpooTagia Twv TEPUATIKWY OTO GUVOAS TG Kal
n evnuépwaon Aoyiouikou Ba gival evepyr evidg A N
€KTOG TOU OIKTUOU TOU oOpyaviopou kai de Ba A
arraiTei ouvdeon g€ auTo. I

H AUon va rapéxer API N

EFTYHZH - YNHPEZIEZ

O avadoxog Oa Tmpémel va eivar oe B¢éon va

TIPOCYEPEI TNV UTTNPECIa oav pnviaia utTnpEeaia Pe N
TO MOVTEAO GOuvOpPOUNTIKAG adeI0ddTNONG TOu A
KATOOKEUQAOTH. I

B. KATAZKEYAZTEZ/MPOIONTA MNMOY OA YINOZTHPIZONTAI

ZuotAuara — €§0TTAIoN6G TG Cisco 1Tou TTepIAapBdavovTal OTIG TTAPAKATW KATNYOPIEG TTPOIOVTWV:
Networking (routers, switches)

Wireless & Mobility (access points & controllers)

Security (firewalls, security services)
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- Collaboration (Unified communications Manager, Unified Contact Center Express, TelePresence/video conferencing)
- Data Center - Unified Computing (rack-mounted & blade servers, UCS infrastructure, Data Center Switching)

e  NAoyiouikd mpoidvTa Twv VMware kal Veeam

e YuoTtAuara — e§omAIopnog TG HPE 1Tou mrepiAapfdvouv:

- Data Center - Unified Computing (rack-mounted & blade servers, Network storage)

‘Opol TG TPOoKANCNG
Xpnuarodotnon g ouppaong dopéag xpnuatoddéTnoNng NG Tapoloag cUuBaong eival To Mevikd
Noookopegio PAQPINAZ » .
H datrdvn yia Tnv v Abyw ouuBacn 8a BapUvel TN OXETIKN TIOTWON Tou TTpoiTroAoyiouou Tou Popéa
(KAE.: ............7123.01...).

1. ZuvorrmikA Mepiypa@n @uUOoIKoU Kal OIKOVOUIKOU avTIKEIHEVOU TG oUuBaong

Avrikeiyevo Tng oupBaong eivar n MPOMHOEIA KAl EFKATAZTAZH NMPOrPAMMATOZ MNPOZTAZIAZ KAl
KATAMOAEMHZHZ IQN (200 AAEIEZ antivirus) TOY MAHPO®OPIAKOY ZYZTHMATOZ TOY I'.N. DAQPINAZ .

'H oUuBaon Ba ioxuel yia ENA ETOZ oamd Tnv ummroypd®n TnG He Sikaiwpa mapdraong yia 3 JAVEG .

2. EIAIKOI OPOI EKTEAEZHE EyyuRoeiS ( GUMMETOXAS - KAAAG EKTEAEGTC)
EFTYHZH ZYMMETOXHE AEN AMAITEITAI

Eyyunon kaARg ekTéAeong

MNa tnv utroypaen Tng cUuBaong amaiteital N Tapoxn eyyunong KaAng ekTéAeong, cuuewva pe 1o dpbpo 72 Trap. 1
B) Tou v. 4412/2016, TO0 UYOG TNG OTTOIOG AVEPXETAlI O€ TTOO0O0TO 4% e TNG aiag TNG cUuBaong, ektog GIMA, kai
KATATIOETOI TTPIV 1] KATA TNV UTTOoypa®n Tng oUpufaong. Katd Ta Aoimrd wg TTPog o,TI apopd TIG £yYUNCTEIG IaXU0oUV
Ta avapepoueva oTo dpbpo 72 v.4412/2016

ITnV TEPITTWON TToU N asia Tng cUuBaong Tou Ba TpokUYel gival HIKPOTEPN R ion Twv 2.500,00€ ek1og PIMA,
dev amraiteital n Tapoxn eyyunong KaAng eKTéEAeong.

H eyyunon KaAng eKTEAEONG, TTPOKEILEVOU VA Yivel ATTODEKTH , TIPETTEI va TTEPIAAUBAvVEL KaT' EAGXIOTOV TA AVOPEPOUEVA
oTnv Tapaypago 2.1.5. grtoixgia NG Tapoucag Kai €TMITTAEOV Tov apIBuod Kal Tov TITAO TNG OXETIKNAG oupPBaong. To
TTEPIEXOPEVO TNG €ival CUUPWVO PE To UTTOOEIYUa TTou TrepIAauBAaveTal oto oTnv utr ap 29/2019 TTpookAnong, Kai Ta
opifdpeva oTo Gpbpo 72 Tou v. 4412/2016.

H eyyunon kaAng ektéAeong Tng oUpBaong KOAUTITEI CUVOAIKG KAl XwpPig BIOKPITEIG TNV €Qapuoyr OAwV Twv O0pwvV TNG
oUuBaong kal KABe atraiTnan Tng avaBéToucag apxng EvavTi Tou avaddxou.

>¢ TTEPITITWON TPOTTOTTOINONG TG GUURACNG KaTd TNV TTapdypa@o 4.5, n otmoia guveTrayetal algnon TnG GUURATIKAG
agiag, o avadoxog €ival UTTOXPEWHEVOG VO KATABETEI TIPIV TNV TPOTTOTTOINGT, CUPTTANPWUATIKA €yyunon 1o UYWog NG
oTToiag avEéPXETal € TTOCOOTO 5% £TTi TOU TTOOOU TNG aUgNong, ekTog PIIA.

H eyylnon KoARg ekTEAEONG KATATTITITEl O€ TTEPITTITWON TTapdpaong Twv 6pwv TG cuuBaong, 6TTWG auTh €1IdIKOTEPA
opicel.

H eyyunon KoAnG eKTEAEONG ETTIOTPEPETAI OTO GUVOAS TNG PETA TNV OPICTIKF) TTOCOTIKA KaI TTOIOTIKY) TTapaAafr) Tou
QvTIKEINEVOU TNG oUpBaong. EGv oTto TTPpwTOKOAAO OPICTIKAG TTOIOTIKNAG KOI TTOCOTIKNAG TTapaAafng avagEpovTal
TTAPATNPAOEIG 1] UTTAPXEl EKTTPOBeoUN TTapddoan, N ETTICTPOQN TWV WG AVW £YYUROEWY YIiVETAI JETE TNV AVTIUETWTTION
TWV TTAPATNPACEWY KOl TOU EKTTPOBETOU.
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3.ZupBariké MAaioio - EQapuootéa NopoBeoia

Katd tnv ekTéAean NG cUuBaong epapudlovtal ol dIatagelg Tou v. 4412/2016, o1 6pol TNG TTapouoag dlIaKAPUENG Kal
OUNTTANPWHOTIKA 0 AoTIKOG KWAIKag.

4. Tpomrotroinon cupaong Kard Tn S1APKEIA TNG

5.1

H olUpPaon ptropei va tpotrotroigital Katd Tn SIAPKEIA TG, XwWpPig va atraiteital véa diadikaoia olvayng ouuBaong,
poévo oUp@wva PE Toug 6poUg Kal TIG TTPoUTToBEoelg Tou apBpou 132 Tou v. 4412/2016 kai KATOTTIV YVwuodOTNONG TOU
appodiou opydvou.

OtroiadATToTE GUWG TPOTTOTTOINON TwV O6pwV TNG Trapoucag cuuBacng duvaTtal va yivel yévo eyypdews kai Ba
uTToYpAQETal KAl atmd Toug dU0 oupBallduevoug, peTd amd yvwpodoTnon Tou apuodiou opydvou, ATTOKAEIONEVNG
PNTA OTTOIGGSATTOTE TPOTTOTTOINCGNG PE TTPOPOPIKT) CUPPWVIa.

Aikaiwpa povopepoUg AUong Tng ouupaong

H avaBétouca apxnh ptropei, pe TIg TTpoUTToBEaelg TTou opilouv ol Keipeveg dIaTAgEIg, va KaTayyeilel TN oupBacn Katd
Tn d1dpKela TNG EKTEAEOAG TG, EQOOOV:

a) n ouuPaon €xel UTTOOTEN OUCIWAN TPOTTOTTOINCN, KATA TNV £€vvola TnG Trap. 4 Tou dpBpou 132 Tou v. 4412/2016, TTOU
Ba atraitouce véa diadikaaia ouvayng cuufacng

B) o avadoxog, katd 1o Xpovo Tng avadeong Tng ouppacng, TeAoloe O€ PIa aTTO TIG KATACTACEIG TTOU QVOQEPOVTAI
oTnv Tapdypago 2.2.3.1 kal, wg ek TouTou, Ba £TTPETTE va £Xel atrokAgIoTel atmd Tn diadikagia auvayng Tng ocuppaong,

Y) n oupBaon dev EmpeTte va avatebei oTov avadoyo Adyw cofaprg TTapafiaong Twv UTTOXPEWOEWY TTOU UTTEXEI ATTO

TIG ZuvBnkeg kai Tnv Odnyia 2014/24/EE, n otoia £xel avayvwpIioTei e amopacn Tou Aikaotnpiou Tng ‘Evwong oTo
TAaiolo diadikaciag duvauel Tou apbpou 258 Tng ZAEE.

5.EIAIKOI OPOI EKTEAEZHZ THZ ZYMBAZHZ

Tpo1rog TAnpwng

5.1.1. H mAnpwpn Tou avadoxou Ba TTpayuaToTToIndEi M TOV MO0 KATW TPOTTO Kol cUU@WVA HE TRV IoXUouoa
vouoBeaia .

. Tpétrog TAnpwpnAg. 'H TAnpwur Tou avaddyou Ba TrpayuaToTroindei Pe Tov o KATw TpoTo: 'H TAnpwur Ba yivetal
o€ eupw (€) H uttoBoAr| Tou TIpoAoyiou Bev PTTOPET va YiVel TTPIV ATTO TNV EKTTARPWON TWV CUUBATIKWY UTTOXPEWOEWV.

‘H mAnpwpR Tou oupBamikol TiApAtog Ba yiveral e TNV TIPOOKOMICN TWV VOMIUWV  TTOPOCTOTIKWY KAl

dikaiohoynTikwv TTou TTpoBAETTovTal atmd TIg diatdgeig Tou apbpou 200 Trap. 4 Tou v. 4412/2016, kaBwg Kal KABe
GAAou dikaloAoynTiKoU TTou TuxOv rBeAe ¢nTnBei atmd TIG apuodieg uTnpeaieg TTou Olevepyolv Tov €AEyXO Kal Tnv
TTANPWUN (OTTOdEIKTIKA QOPOAOYIKAG KAl ATQAAITTIKAG EVNUEPOTNTAG K.A.TT.).

e TrepiTTwaon Tou n €€OGANCN Twv TIHoAoyiwv yivel petd Tnv Mo Tavw TpoBeopia, To Noookouegio kaBioTaral
UTTEPNMEPO, OUPQwva e TiIG Odiatrageic Tou  N. 4152 «Emeiyovia pérpa €papuoyng  Twv  VOPWV
4046/2012,4093/2012 «kai  4127/2013» (PEK 107/9-5-2013) Tapay. Z5 «XYNAAANATEX METAZ=Y
EMIXEIPHZEQN KAI AHMOZIQON APXQNp».

‘H mpoBeopia TTANpwHAG avaoTéAAeTal a) Katd To XPOVIKO OIdoTnua TuXOv OIKAOTIKWV 1 e§WOIKWY OlevEEEwV

petalu Tou Noookopegiou kar Tou AvAdoxo, TTOU a@opoUv OTnV €KTEAEON TnGg oUPPBacng, KaBwg kal y) OTIg
AOITTEG  TTEPITITWOEIS TTOU  ava@EPOVTal OTO OXETIKO dpbpo Tou N. 4412/2016. ETriong, Oev TIPOCUETPATOI O
XPOvVoGg KaBuoTéPNONG TNG TANPWWHAG, TTOU O@eiAeTal O UTTAIMIOTATA TOU TTAPOXOU (Un €ykaipn UTTOROAR Twv
avaykaiwv SIKAIOAOYNTIKWY K.A.TT.).

Tov Avdadoxo BapUvouv 6Aeg TIG VOUINEG KPATAOEIG CUNPWVA UE TNV I0XU0oUCd vopoBeaia

10
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Kpdrtnon 0,1% n otroia utroAoyideTal €1Ti TNG agiag KGBE TTANPWHNAG TTPO GOPWYV KAl KPATATGEWYV TNG ApXIKAG KABWG Kai
K&Be cuptrAnpwpatikAg ouppBaong utrép EAAHZY ommwg 1oxvel. H ev Adyw KpATNOon UTTOKEITAI OTO EKAOTOTE I0XUOV
avahoyikd TEAoG xapTooripou 3% kai oTnv €1 autol eilo@opd utrép OFA 20%.

Me kaBe TAnpwpn Ba yivetal n TPoRAETTOPEVN AT’ TN Keiyevn vouoBeaia Tapakpdtnan @oépou 4% eTTi Tou KaBapou

1roooU (N. 4172/13 ApBpo 64 Trap. 2 ) apou agaipebolv oI TTapaTTAvVW KPOTHOEIG.

& TIEPITITWON TPOTTOTIOINONG TwV JIATASEWY TNG Keipevng vopoBeaiog Tepi vOUIPWY KPATAOEWV N /kal @Opou
€1000AUATOG 1 KAl oTToladATToTE AAAN TpOoTToTToinan /CUPTTAfpwaon TuXOv dlatdgewy, ol 6pol TNG dlakrpuEnNG Kabwg

Kal TNG oUPPBaCNG TTOU TTPOKEITAl VO UTTOYPAPEi UE TOV OVADOX0 GUUHOPPUWVOVTAI JE TIG VEEG DIATAEEIG.

O ®6pog MpooTiBépevng Aiag (P.M.A.) etri TNg adiag Twv TiHoAoyiwv Bapuvel TRV AvaBéTouca Apxn

5.1.4 Ta dikaioAoynTiKd TTOU atraiTouvTal gival Kar’ eAdXIoTov Ta €§AG:
1.MpwTOKOAO OPICTIKAG TTOCOTIKAG KAl TTOIOTIKAG TTOPAAABAG 1 O€ TTEPITITWAON autodikaing TTaPaAafAG, aTTOSEIKTIKO

TTPOOKOUIONG Tou UAIKOU aTnv atToBnkn, cUpgwva pe 1o apbpo 208 Tou N. 4412/2016.

2. ATTOBEIKTIKO €10aywYyNG TWV €10WV TNV aTTodnKn Tou PopEéa.

3. TigoAdyio Tou avaddyou €ig TPITTAOUV

4. MigTotroInTIK& POPOAOYIKAG KAl ACQAAICTIKNG EVAUEPOTNTAG CUPPWVA UE TIG KEIPEVESG DIOTAEEIG

Mépav Twv avwTépw OIKaloAoynTiKWwy dUvatal va ¢nTeiTal Kal oTrolodhTToTe GAAO SIKaloAoynTIKG, pdaov TTPORAETTETA
aTnv Keipevn vopoBeaia.

Ze Tmepimrwon  Tou  n €§O6QAnOn  Twv  TIiYoAoyiwv  yivel petd  Tnv Mo  Tdavw  TpoBecpia, TO
NoookopceiokaBioTatal utrepApepo, oclpewva Pe Tig dlatdgelg Tou N. 4152 «Emeiyovia péTpa eapuoyns Twv
vOuwv4046/2012, 4093/2012 ka1 4127/2013» [PEK 107/9-5-2013) Ttropay. Z5 «XYNAANATEX METAZY
EMIXEIPHZEQNKAI AHMOZIQN APXQN».H mpoBeopia TTANpwuAS avaoTEAAETAl a) KATA TO XPOVIKO OIGoTnUa TToU
pECOAOBel ammd TNV ATTOOTOAR] TOUOYXETIKOU XPNUOTIKOU EVTAAMATOG TTANPWUAG OTov apuodio Emitpotro Tou
EAeykTiKOU Zuvedpiou kai péxpl Tn Bewpnon autol, ) Kkartd TO XPOVIKO dl1GdoTnUa  TUXOV  OIKACTIKWY N
eCWOIKWY Olevégewv petafl Tou Noookopegiou kal Tou AvAadoxo, TTou a@opoUv OTnv ekTéAeon Tng ouufBaong,
KaBWwg Kal y) OTIG AOITTEG TTEPITITWOEIG TTOU ava@pépovTal OTo OXETIKO apbBpo Tou N. 4412/2016. Emiong, dev
TIPOOUETPATAlI O XPOVOG KaBuaTépnong TnGg TANPWUNG, TIOU O@e&iAeTal O  UTTAIMOTNTA Tou TrapoOxou flun
€yKaipn UTTOBOAR TwV avayKaiwv OIKAIOAOYNTIKWY K.A.TT.).

5.1.5 . Tov Avadoxo Bapuvouv OAeg TIG VOHILEG KPATACEIG Kal OUPGWVA PE TNV Ioxuouoa vopoBeaia
O ®o6pog MpooTiBépevng Agiag Id.M.A.) etTi TNG agiag Twv TipoAoyiwv Baplvel TNV AvaBéTouaa Apxn).

KApugn oikovopikoU @opéa eKTITWTOU - Kupwoeig

5.2.1. O avdadoxog KnpUOOETAl UTTOXPEWTIKG EKTITWTOG ATTO Tn oUpBacn kal améd KGBe Sikaiwpa TTou atroppéel Ao
auThv, Je amé@acn Tng avaBétouoag apxng, UOTEPA aTTd yvwpodOTNon Tou apuodiou opydvou, £POCovV Oev
POPTWOEIl, TTAPAdOWOEl ) AVTIKATOOTACEI Ta CUMPBATIKA UAIKG A Otv €TMOKEUAOEl 1 CuVTNPACEl auTd Péoa OTov
ouppatikd xpovo f oTov Xpovo Trapdracng TTou Tou 006¢i, gupgwva pe 6ca TTpoRAéTovTal ato dpbpo 206 Tou V.
4412/2016 ka1 Tig Trapaypdgoug 6.1 kai 6.2 Tng TTapouoag

Agv KNpUOOETAI EKTTTWTOG OTAV:
a) To UAIKO dev @opTwOei i TrTapadobei A avTikaTaoTaBbei Pe euBUVN TOU PopEa TTOU EKTEAET TN GUBAOCN.
B) ouvtpéxouv Adyol avwTépag Biag

2TOV OIKOVOUIKO QOpPEQ TTOU KNPUOGCETAI EKTTTWTOG OTT0 TNV aUUBaon, emBAAAovVTaIl, JE ATTOQPACT TOU ATTOPAIVOUEVOU
opydvou, UoTepa atréd yvwuodoTnan Tou appodiou opydvou, TO OTT0I0 UTTOXPEWTIKA KOAEI Tov avadoyo TTpog TTapoxn
e€nynocwyv, abpoIoTIKA, Ol TTAPAKATW KUPWOEIG:

a) OAIKA KATATITWaON TNG £yyUnong KaAAG eKTEAEONG TNG ouupaaong,
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EmimrAéov ptropei va mRANGei o TTpoBAeTTOUEVOGS aTTd TO GPBPO 74 Tou v. 4412/2016 atrOoKAEIOUOG TOU AvaddXoU aTTo
TN CUMPMETOXNA Tou o€ d1adIkaagieg dNUOCiwv CUPBACEWV.

5.2.2. Av 10 UNIKG @OpTWOEi - TTapadoBei i avrikataoTabei petd 1N AEn Tou cupBaTikol Xpoévou Kai Péxpl Afgng Tou
XPOVOoU TNG TTapATaoNnG TTOU Xopnyrnenke, ouugwva pe 1o dpBpo 206 tou N.4412/16, empBaAAeTal TpdoTiyo - 5% eTi
TNG CUMPATIKAG a&iag TNG TTooATNTAG TTOU TTAPAdOONKE EKTTPOBECUQ.

To Tapatmdvw TTPOaTIPO UTToAoyigeTal £TTi TNG CUPPBATIKAG agiag Twv ekTTpoBeoua TTapadoBéviwy UAIKWY, Xwpig PrA.
Edv 10 UAIK& TOu TTapaddébnkav ekTTPOBecpa €TNPEAlOUV T XPNOIMOTIOINGN TwV UAIKWY TTOU TTapadobnkav
euTTPOBeaa, TO TTPOATIUO UTTOAOYICETOI ETTi TNG CUPBATIKAG agiag TNG CUVOAIKAG TTOGOTNTAG QUTWV.

Katd Tov uttoAoyiopd Tou XpovikoUu SIaoTAUATOG TG KaBuoTépnong yia @opTwan- TTapddoon r avTIKaTaoTaon Twv
UAIKWV, JE OTTOQOCT TOU ATTOQAIVOUEVOU OpyAvou, U0TEPA aTTd YVWHodATNCN Tou apuodiou opydvou, dev AauBaveral
uTTOYn 0 XPOvog TTou TTaprABe TTépav Tou €UAoyou, KaTd Ta Oid@opa OTAdIA TwV BIadIKACIWY, YIa TO OTToi0 &gV
€uBuveTal 0 avadoxog Kal TTaPaATEIVETAI, AVTIOTOIXA, O XPOVOG GOPTWAONG - TTapadoang.

E@doov o avadoyog éxel Adpel TTpokaTaBOAr, EKTOG atd TO TTPORAETTOPEVO KATA TA QVWTEPW TTPOCTIYO, KAaTaAoyileTal
oe BApog Tou Kal TOKOG £TTi TOu TTOoOU TnNG TTPOKATOROAAG, TTou uTToAoyideTal atmd Tnv €mOpevn TnG ARgng Tou
ouppaTikoU Xpovou, PEXP! TNV TTPOCKOMIGN TOU CupPatikoU UAIKOU, YE TO 1I0XUOV KABe @opd avwtato 6pio Tou
TTO000TOU TOU TOKOU UTTEPNUEPIOG. [N TTEPITTITWON QUTA CUPTTIANPWVETAI €@OCOV TTPORAETTETOI N YXoprynon
TTpoKaTaBOAA].

H eiotrpagn Tou TTPOCTiPoU Kal Twv TOKWV £TTi TNG TTPOKATABOANG YiveETal HE TTAPAKPATNON ATTO TO TTOGO TTANPWHAG TOU
avaddyou A, o€ TTEPITITWON AVETTAPKEIAG A EAAEIYNG auToU, PE I0GTTOON KATATITWON TNG yyUNOoNG KAAAG EKTEAEONG Kal
TTPOKATABOAAG aVTiOTOIXA, EQOCOV 0 avAdOX0G dev KATABETEI TO OTTAITOUPEVO TTOTO.

> TTEPITTWON €VWOoNG OIKOVOUIKWY QOPEWY, TO TTPOCTIUO KAl O TOKOI €TTIBAGAAOVTAl avaAdywg o€ OAa Ta péAN NG
évwong.

AloIknTIKEG TTPOOPUYEG KATA TN S1adikacia EKTEAEONG TwV CUNBATEWY

6.1

O avdadoxog ptropei katd Twv ammoPaoewy TTou €MRAAAOUV 0€ BAPOG TOU KUPWOEIG, OUVANEI TwV OpwV Twv ApBpwv
5.2 (KApu¢n olkovouikou @opéa ekTTwTou - Kupwaoelg), 6.1. (Xpovog mapddoonsg UAIKWY), 6.4. (Amoppiyn
OuuBaTIKWY UAIKWYV — avTIKOTAoTOON), HEOO O€ avaTpeTTIKA TTpoBeapia Tpidvta (30) nueEpwV aTrd TNV NUEPOUNVIQ TTOU
¢éAaBe yvwon TnNg OxeTIKAG améeacong. Emi Tng mpoo@uyng, amogaaifel To apuddio amogaivouevo 6pyavo, UoTepa
atmd yvwpodoTnan Tou TPoRAeTTOpEVOU OtV TTEpiTTwan B’ Tng Tapaypdeou 11 Tou dpBpou 221 Tou v. 4412/2016
opyavou.

H ev Adyw atmé@acn dev emOEXETAI TTPOGBOAN pE AAAN OTTOIA0dATTOTE PUOEWG DIOIKNTIKI TTPOCPUYH.

Xpbvog IZXYEI THZ 2YMBAZHZ

'H oUpBaon Ba 1oxlel yia éva ETOZ ANO THN utroypagr Tng pe dikaiwpa 3 uAveg mapdraong

7 ATréppiyn CUPBATIKWY UAIKWV — AVTIKATAOTAON

7.1 3¢ TEPITITWON OPICTIKAG ATTOPPIYNGS OAOKANPNG i HEPOUG TNG CUMBATIKAG TTOGATNTAG TWV UAIKWY, JE atrd@aacn Tou
ATTOPAIVOPEVOU OPYAVOU UOTEPA OTTO YVWHOBATNGCN Tou apuodiou opydvou, UTTOPEI va EYKPIVETOI AVTIKATACTAON TNG
ME GAAn, TTOU va givar gUpQwvn PE TOUG OPOUG TNG CUUBAONG, MECO O€ TOKTH TTPOBeopia TTou opileTal atmd Tnv
amdéeacn auTh.

7.2Av n avTikatdoTaon yiveral peTd Tn ARgn Tou cupBatikou xpdvou, n TTPoBeapia TTou opideTal yia TNV AvTIKOTAoTaGN
O¢ev utTopEi va gival peyaAuTepn tou 1/2 Tou cuvoAikoU cupfaTikol Xpovou, o de avadoxog Bewpeital wg eKTTPOBEoUOG
Kal UTTOKEITOI o€ KUPWOEIG Aoyw EKTTPOBEOUNG Tapadoong.
Av 0 avadoxog dev avTIKATACTAOEI TA UAIKA TTOU atroppigBnkav péoa otnv TTpoBeopia TTou Tou TaxOnke Kal epdoov
€xel Ajer o oupPaTikdg xpovog, KNPUOOETAI EKTITWTOG KAl UTTOKEITAI OTIG TTPORAETTONEVEG KUPWOEIG.

7.3 . H €moTpo@r Twv UAIKWY TTOU atroppi@dnkav yivetal ocUP@wva Pe Ta TTPOBAETTOMEVA OTIG TTap. 2 Kal 3 Tou
Gpbpou 213 Tou v. 4412/2016.
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8. Opol ekTéAeoNg TG CUPBACNG

Kard tnv ektéAeon TnG ouufaocng O avAadoxog Ba TTIpETEl va TnPEi TIG UTTOXPEWOEIS OTOUG TOMEIG TOUu
EPIBAAAOVTIKOU, KOIVWVIKOAOQPAAIOTIKOU KOl £PydTiKOU SiKaiou, TTou £Xouv BeomioTei pe 1o Sikalo TG
‘Evwon 16 dikaio, cuAoyikég oupBdaoelg R diebveig diatdeig TepIBaAAOVTIKOU, KOIVWVIKOAT@AAIOTIKOU Kal EpyaTikoU
oikaio, ol otroieg amapiBuouvTal oTo MNapdpTnua X Tou MNpooapTruatog A Tou v. 4412/2016.

H 1Apnon Twv &v Adyw UTTOXPEWTEWY aTTO TOV avAdoXO0 Kal TOUG UTTEPYOAARBOUG Tou eAEyXETAl Kal BEBAILIVETAI OTTO TA
6pyava 1Tou emMRAETTOUV TNV €KTEAEON TNG oUUPBACNG Kal TIG apUOdIEG BNUOCIEG APXES Kal UTTNPECIEG TTOU evepyouv
EVTOG TWV Opiwv TNG €uBUVNG Kal TNG apUodIOTNTAG TOUG.

9. OAOKAHPQZH ZYMBATIKOY ANTIKEIMENOY

H oupBaon Bewpeitar 611 £xe1 OAOKANpwOEi, dTav TTapaAn@Bolv OpPIoTIKE, Ol TTAPEXOUEVEG UTTNPECDIES |,
o6tav amommAnpwbei 10 cupfarikd Tipnua Kar eKTTANPwOoUV Kal o1 TuXOV AOITTEG GUUPBATIKEG 1] VOMIUEG
UTTOXPEWOEIG Kal aTTd Ta OUO CUMPPBAAAOUEVO PEPN Kal OTTOOEOUEUBOUV OI OXETIKEG E£YYUAOEIS KOTA TA

TTPOPBAETTOUEVA OTN GUUBAC.

ZYMMOP®QZH ME TON KANONIZMO EE/2016/2019 KAI TON N. 4624/2019 (A 137

Ta avrmioupgBoAAdpeva pépn avahapBdavouv va Tnpolv TIG UTTOXPEWOEIS TTOU OTTOPPEOUV aTTd TNV
epappoyn Tou Kavoviopou (EE) 2016/679 yia Tnv TTpOOTACIA TWV QUOIKWY TIPOCWTTWY EVaVTl TNG
emeepyaaiag Twv SEO0UEVWV TTPOCWTTIKOU XOPAKTAPA Kal yia TNV €AeUBepn KuKAo®opia Twv OedoUEVWV
auTwyv Kal TNV Katdpynon tng odnyiag 95/46/EK (Mevikdg Kavovioudg lMpooTtaciag Acdouévwy / General
Data Protection Regulation — GDPR) ka1 Tou N. 4624/2019. EidikéTepa:

A) Q¢ 1pog Tnv emegepyacia amd Tnv AvaBétouoa ApxH Twv TTPOCWTTIKWY dedopévwv Tou Avadoyou
OUUTTEPIAQUBAVOUEVWY TWV TTPOCTIOEVTWV-OUVEPYATWV/OaVEICOVTWY eUTTEIPia/UTTEPYOAGBWY TOU, I0XUOUV

TA TTAPAKATW:

O Avddoxog ouvaivei oto TTAaicio Tng dladikaciag ekTéAeong TG Trapoucag dnudaoiag cUppacng Kai
emTtpémel otnv AvaBétouca Apxn va Tpofei ot avalitnon-empBeBaiwon OAwv Twv avaykaiwv
OIKaloAoynTIKWY, KABWG Kal oTnv avaykaio emegepyacia kal dlatipnon Oedopévwy  TTPOCWTTIKOU

XOPOKTHpA Kal oTNV avtaAAayrh TTANPOQOPIWY PE AANEG BNPOTIEG APXEG.

H Avabétouoa Apyr atmmoBnkelel Kai €TTeepyddeTal Ta OTOIXEIO TTPOCWTTIKWY Oedouévwv Tou Avadoyou
TTOU €ival avaykaia yia TNV eKTEAEGN TNG oUPPBACNG, TNV EKTTARPWGON TwV PETAEU TOUG GUVAAAQY WV Kal TV
EV YEVEI CUPUOPOWAT) TNG UE VOUIUN UTTOXPEWON, OE €yXAPTO APXEIO Kal &€ NAEKTPOVIKN BAon PE UWNAA
XOPOKTNPIOTIKA aoQOAgiag pe TpOoRacn auoTnpwS Kal HOVo o€ £€C0UCIOdOTNHEVA TTPOCWTTA ) TTAPOXOUG
UTTNPECIWV OTOUG OTTOIOUG OVOBETEl TNV EKTEAECT CUYKEKPIMEVWV EPYACIWV YIO AOYdApPIOCPO TNG Kal Ol

OTT0i0I DIEVEPYOUV TTPAEEIG ETTEEEPYATIAG TTPOCWTTIKWY OEOOUEVWV.
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H AvabBétouoa Apxn Ba mpoPei oe aguAloyn kai eme€epyaaia (T1.X. GUAAOyR], KaTaxwpion, opydvwan,
atmoBrkeuon, YeTaBoAr, dlaypa@r], KATAOTPO®N K.ATT.), yId TOUG QVWTEPW AVAPEPOPEVOUG OKOTTOUG, TWV
Oedopéviy  TTPOOWTTIKOU XapoKTApa OTTwG: (a) eTmionuwyv oToixeiwv Tautotroinong, (B) oToixeiwv
emKoIvwviag, (y) 0edopévwy Kal TTANPOPOPIWV KOIVWVIKOACPAAIGTIKWY KAl OPOAOYIKWY ATTAITACEWY, (8)
YEVIKWV TTANPOQOPIWY, (€) OTOIXEIWY TTANPWHUNAG, XPNMATOOIKOVOUIKWY TTANPOQPOPIWY KAl AOYAPIQCHWY,
(oT) dedopévwyv €IBIKAG KATNYopiag, Twv OTroiwy n cuAloyn kal eTegepyaaia emBAAAETAI ATTO TOUG BOPOUG

EKTEAEONG TNG TUUBACONG, OKOTTOUG APXEIOBETNONG TTPOG TO ONUACIO GUUPEPOV, | OTATIOTIKOUG GKOTTOUG.

Ta mpoowTrkd O&edopéva Tou Avaddyxou Kal TwWV CUVEPYATWYV Tou (CUPTTEPIAOUBAVOPEVWY  TWV
davelfovtwy  euTreipio/uTTepyoAdpBwy) amobnkevovTal yia Xpovikd didotnua ico pe TN dIdpkeEla NG
EKTENEONG TNG ouuBaong, Kal PETA TN AN auTrG yia XPOoviKG SIACTNHA TTEVTE ETWV YIa PEAAOVTIKOUG
(POPOAOYIKOUG-ONUOCIOVOUIKOUG 1 €EAEYXOUG XPNUOTOdOTWY i GAAOUG TTPORAETTONEVOUG EAEYXOUG aTTO TNV
Keiuevn vouoBeaia, €kTOG €dv n vouoBeaia TTPORAETTEI DIAPOPETIKA TTEPIOdO dIOTAPNONG. Z€ TTEPITITWON

EKKPEUODIKIag avaopikd pe dnuéaoia oupBacn Ta dedouéva TnpolvTal JEXPI TO TTEPAG TNG EKKPEUODIKIAG.

Ka®’' 6An tnv didpkeia 1Tou n AvaBétouoca Apxr Tnpei kal emegepyddeTal Ta TTPOCWTTIKA dedopéva o
Avadoxog €xel dIkaiwpa evnuépwang, Tpéaaong, opnTdTNTag, d16POwanNg, TTEPIOPIGUOU, dlaypa®ng N

Kal EVvavTiwaong UTTO OUYKEKPIUEVES TIPOUTTOBETEIG TTIPORBAETTONEVES ATTO TO VOUOBETIKO TTAQiaTIO.

Aev emiTpéTTeETAI N £TTEEEPYATia DEdOPEVIWV TTPOCWTTIKOU XAPAKTAPA YIa OKOTTO SIaPOPETIKO aTTd auTdv
yla Tov OTToio €xouv OUAAexBei TTapd pévov uttd Toug Opoug Kal TTpouTtoBéaclg Tou dpBpou 24 Tou V.
4624/2019.

H dioBiBaon dedopévwv TTPOCWTTIKOU XapakTipa atmd Tnv Avabétouca Apxn o€ AAAo Onuocio gopéa
EMTPETTETAI CUUPWVA PE TO ApBpo 26 Tou wg Avw VOUOoU, EQOCOV Eival ATTAPAITNTO YIO TNV EKTEAETN TwWV
KaBnkévTwy TG | TOoU TpiTou Qopéa aTov otroio diafIBadovTal Ta dedopéva Kal EQOaov TTAnpoUvTal Ol

TIPOUTTOBECEIG TTOU ETTITPETTOUV TNV ETTEEEPYATIia CUPPWVA PE TO ApBpo 24 Tou idlou vouo

B. Q¢ mpog Tnv emegepyacia atrd Tov avadoxo TTPOCWTTIKWY Oedopévwv OTO TTAQICIO €KTEAEONG TWV
OUMBOTIKWY TOU UTTOXPEWOEWV IoxUouv ol diatdéeig Tou GpBpou 28 TKIA. EidikdTepa, 10x00UV TA

TTOPAKATW:

a) o avadoxog (ekTeAwv TNV eTTeEepyaaia) eTeCepydleTal Ta dedoPEVA TTPOCWTTIKOU XAPOKTAPA Povo BAacel

KOATAYEYPAUUEVWV EVTOAWY TNG avaBéTouoag apxng (utreuBuvog emmeéepyaaiag),

B) dlaceahilel 6T Ta TTPOOWTTA TTOoU gival eEouaiodoTnuéva va erregepydlovTal Ta dedouéva TTPOCWTTIKOU
XOPOKTApa €xouv avaoAdper dEoUEUON TAPNONG EUTTIOTEUTIKOTNTAG A TEAOUV UTTO Tn O£0UCA KAVOVIOTIKA

UTTOXPEWGCT TAPNONG EUTTICTEUTIKOTNTAG,
y) AapBavel 6Aa Ta atraitolueva pETpa duvdpel Tou dpBpou 32 MKIA,

0) Tnpei Toug 6POUG TTOU AVAPEPOVTAI OTIG TTAPAYPAPOUG 2 Kal 4 yia TNV TTPOGANYN GAAOU KTEAOUVTOG TNV

emegepyaaia,

€) AapBdver uttdyn TN UON TNG £TTEEEPYOTIOG Kal ETTIKOUPE TOV UTTEUBUVO eTTeepyaciag pe Ta KatdAAnAa

TEXVIKA KAl OpYyavVWTIKA PETPA, oTov Babud tmou autd eival duvatd, yia TNV eKTTANPWON TG UTTOXPEWONG
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TOU UTTEUBUVOU €TTEEEPYATIAG va aTTAVTA O QITAUATA yIa Aoknon Twv TTPOoRAETTONEVWY 0TO Ke@AAaio I

OIKAIWPATWY TOU UTTOKEIMEVOU TWV OEOOUEVWY,

oT) ouvopdpel Tov UTTEUBUVO eTTegepyaaiag atn SIGC@AAICN TNG CUUHOPPWONG TTPOG TIG UTTOXPEWUCEIG TTOU
amoppéouv atrd Ta Apbpa 32 £wg 36 MKMA, Aaupdvovrag uttéwn Tn @UCN TnG emegepyaaoiag Kal TIg

TTANPOQOpPIEG TTOU DIABETEI O EKTEAWV TNV £TTEEEPYOTIQ,

¢) kat emmAoyr) Tou utTeuBUvou eTTeEEpyaaiag (avabETouaa apxr), dlaypagel i eTTIOTPEPEl OAa Ta dedopéva
TTPOOWTTIKOU XOPAKTAPA OToVv UTTEUBUvO eTTegepyacniag HETA TO TEPAG TNG TTAPOXNAG UTINPECIWV
emeepyaaiag kal dlaypaPel Ta UPICTAUEVA avTiypa@a, eKTOG v To dikaio TG Evwong i Tou KpAToug

MEAOUG aTTaiTel TNV atroBrAKeUo Twv OEOOUEVWY TTPOCWTTIKOU XAPAKTAPA,

n) 6érer atn d1d6eon Tou uTTeuBUVoU eTTeCepyacniag KABe atrapaitnTn TTANPoYopia TTPog atrddeign NG
OUPPOPPWONG TTPOG TIG UTTOXPEWOEIS TToU BeoTriCovtal aTo TTapdv dpbpo Kal eTITPETTEI KAl OIEUKOAUVEI
Toug eAéyxoug, TrepIAauBavopévwyv Twy  €mMOswprioewy, Tou Olevepyolvtal ammd Tov  UTTEUBuvo

emeepyaaiag ] atrd AANOV EAEYKTH EVTETOAPEVO ATTO TOV UTTEUBUVO £TTECEPYQTiag.

1) O ekTeAwv Tnv emegepyaaia dev TpooAapavel GAAov ekTEAOUVTO TNV €TTEEEPYATia Xwpig TTponyoUdevn

€I0IKN 1) YeviKn ypatrTh ddeia Tou utreubivou emeepyaaiag.

MapakoAoUBnon Tng cuppaong

H rapakoAolBnon tng ekTéAeong Tng ZUUBaong kai n dioiknon autig Ba dievepynBei amrd Tnv/Tig
appodia/eg emiTpoTrh/ég TrTapaAafig. H otroia kal 8a eionyeital oto apuddio atropaivopevo 6pyavo
yia 6Ad Ta {NTAMATA TTOU a@OPOoUV GTNV TTPOCHKoUuod EKTEAECT OAWV TWV 6pwWV ThG oUNBAONG Kal
oTNV EKTTARPWON TWV UTTOXPEWCEWV TOU avadoyou, otn AYn Twv emIRERANPEVWV PETPWY ASYW
HN TAPNONG TWV WG Avw O6pwv Kal 18iwg yla {NTAHATA TTOU a@OpPOoUV OE TPOTTOTToinon TOUu
QVTIKEIHEVOU Kal TTapdTacn Tng didpkelag TnG oUPBacng, utrdé Toug 6poug Tou dpBpou 132 Tou v.
4412/2016.

O AIOIKHTHZ TOY NOZOKOMEIOY ®AQPINAZ

Georgios Mantsos
11.07.2022 10:43

FEQPTIOX MANTZOZXZ

15




ΑΔΑ: 97Β446907Ι-0ΕΓ


22PROC010902478 2022-07-11™ 24775

NMAPAPTHMATA

NMAPAPTHMA - AvaAuTikn Mepiypaen Puoikou kai OIkovopikoU AvTiKelgévou TnG ZuuBaong

A. TEXNIKEZ NMPOAIATPA®EZ

MINAKAZ TEXNIKQN MPOAIATPA®QON

MEPIFPA®H E A
A n
A A
X N
I T
> H
T b2
H H
A n
n P
A o
I M
T H
H ]
b2 E
H Y

T
H

Z0OTNUO TTPOCTACIOG TEPHUATIKWY CTAOUWV

(EDR)

TEXNIKA XAPAKTHPIZTIKA
N

Na utrooTnpietal n Aeimoupyia antivirus pe A

QAUTOUATEG EVNHEPWOEIG UTTOYPOPWV I
N

Na utooTtnpifetal n duvatdTNTa £VNUEPWONG A

atrd TOTTKG onuEio I

Na pnv oTmaiteital €ykatdoTacn oOIoUdATTIOTE

dA\ou Aoyiopikou (Tr.x. applicationserver) n N

OUOKEUNG OTO OiKTUO TTEPA aTTd TO AOYIOMIKO A

TEPMATIKOU oTABWOU. I

Na umrooTnpifetal n  eykardotacn  Tou

AoyiopikoU  kai péow  aAAnAeTTidpaong N

(interactive) aA\G kal xwpig TTapéufacn Tou A

xpnoTn (silent) I
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Na umootnpifetal n  eykatdotacn  Tou N
AoyiopikoU  péow  ouoTnudTtwy  dlaxeipiong A
AoyiouikoU oTaBuwyv I
N
Na utrootnpietar TTapAdAANAn  Asitoupyia pe A
GAAa avTI-IIKG cuaTHPaTa I
Na utrooTnpiovTtal AeIToupyikd cuoTAPATA:
N
Windows 7 A vedTepo A
0SX 10.11 kai MacOS 10.12 1} vedTepO I
Redhat EL ka1 CentOS 6 ka1 7
Na utroaTtnpigovTal KIVNTEG OUOKEUEG N
A
Android I
Apple iPhone (i0S)
Na TTopéxeTal €mMAOyR yia Tnv opatétnTa Tng N
AgITOUPYIOG KOl TWV PNVUPATWY OTO XPAROTN N A
oxI I
N
Na aTToKAgiovTal dlepyacieg TTOoU A
TTAPOUCIAZOUV KAKOBOUAN GUUTTEPIPOPA I
N
Ta oapxeia TOU TTAPOUCIAJouV  KAKOBOUAN A
CUNTTEPIPOPA Va TiBevTal o€ KapavTiva I
N
Na utdpxel duvaTdTnTa E€TAVAPOPAS AT A
KapavTiva I
Na utrdpyel duvaTéTnTa AUTOUATNG dlaypPaPng N
amdé TNV KapavTiva JETA aTrd €va dIdoTnua A
oiatrpnong. Na avagepbei 1o didoTnua auto. I
N
Na TepuartiCovral autépata diepyocieg TTou A
TTaPOUCIAJoUV KaKOBOUAN GUUTTEPIPOPG I
N
Na utrdpyel duvaTdTnTa dnUIoUPYIAg TTONITIKWY A
avda OpAdEG TEPUATIKWV I
N
Na utroaTtnpiletal otaTikn (static) avdAuon kai A
ava@Auaon oupTrepipopdg (behavioral) I
Na utrooTtnpietar  avdAluon o€ UTTOTITA
TEPUATIKA PE duvaTdTnTa:
AkoloubBia ocupBdviwyv Kkar Pe  duvaTdTnTA N
eAEYXOU XPOVIKAG oeIpag o1Tou Ba gival duvarn
n TTapouadiacn ovOPaTog TEPUATIKOU oTaBuOoU, A
ovoéuarog xpnaoTn, IP dielbuvong, epapuoyns N |
dlepyaaciag
>
Na eivar dueca dioBéoiya aToixeia akoAoubiag 3
oupBAvVTWY 0
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n
g
£
p
€
S
Na  mapéxetar  duvartdtnta  IXvnAATNONG
KAKOBOUAOU AOYIOUIKOU KOl Vo TTapEXETAI
OTITIKOTTOINUEVA (TT.X. YPAQOog 1 didypauua)
TTAnpoPopia yia Ta:
>nueio Tapeioppnong N
To oToIixeio  ToOu  POAUVONKE  apPXIKA A
(patientzero) I
H péBodog mapeioppnong
N
Na uTTdpyxel TEXVIKI EVTOTTIONOU TTOAUUOP@PIKWV A
malware |
N
Na utmdpxel OuvatétnTa evrotmoyoU file- A
lessattacks I
E
m
I
0
u
y
Na uttdpyel duvatdTnTa eAEyXOU ATTEIAWV ATTO n
TEPUATIKA  XWPIG €EYKOTEOTNUEVO  TTPAKTOPO T
(agent) 6
N
Na yiveTal xprion TEXVIKWY PNXavikig uaénong A
YIQ TOV EVTOTTIONO KOKOBOUAOU AOYIOUIKOU I
Na umdpxel Aerroupyia  emava&ioAdynong
amopdoswv  (TepimTwoelg  falsepositive  /
falsenegative) XWpIg va aTTaITEITAl N
ETTAVEAEYXOG  TOU  TEKUNPiou (apxeiou, A
dlepyaaoiag, K.ATT.) I
Na utrooTnpiceTal n xpron 10C
(IndicatorsofCompromise) kai n duvarétnrta N
€I0aywyng VvEwv  PE  XPAON  AVOIKTWV A
TPOTUTTWV I
N
Na avagepBei 10 TTPOTUTIO TTEQIYPAPAG TWV A
artifacts I
E
m
I
0
u
H
Na utrooTnpidetal repiypagr pe OpenlOC n
T
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6
N
Na evromiovtal Tekunpla Pe XaunAd pubuod A
EMOAvIONG I
N
Na evroTtrifovTal Kal ava@EépovTal EUTTABEIEG OE A
EYKATEGTNPEVO AOYIOHIKO I
Na utrooTnpiceTal OUVAUIKN avdaAuon N
CUUTTEPIQPOPAG KOl va TTAPEXETAl OVOAUTIKNA A
ava@opd aTmoTEAETUATWY I
N
H AUon va TeplAayfBdavel Ta  ammapaitnTa A
sandbox I
N
Na utrdpyelr n duvardtnta oTo SIaXEIPIOTH VA A
uTTOBAGAEI TEKUAPIA YIa avaAuaon. I
N
Na gvTtoTTiCovTal Kal va atTokAgiovTal GUVOETEIG A
TUTTOoU CnC (CommandandControl) I
Na evromidovral e@appoyég TUTTOU dropper N
woTe va OTTOKAEiETAI n digioduon A
maliciouspayload. [
N
Na trapéxetal n duvaTtdTnTa ATTOKAEICHOU TOU A
TEPUATIKOU OoTOOUOU I
Na umdpxel Ouvardtnta efaipéoewv o€ N
emitedo IP kai uttnpeoiwyv DNS kai DHCP o¢ A
TTEPITITWON ATTOKAEIGHOU I
N
A
Na uttdpyxel duvardtnta avaliTnong I
Na Tapéxetar n  duvardtnta  dnuioupyiag N
eCalpéoewyv yia apyeia, diepyaaieg, dIadPOUEG A
(path), dieuBuvozeig IP I
Na TTapPEXETAI n duvatdéTtnTa
QUTOUOTOTTIOINUEVWY EVEPYEIWV OE OTABUOUG
OTNV TIEPITITWAOTN EVTOTTIGHOU ATTEIAWY, OTTWG:
N
AtrooToAR delypdTwy yia avaAuon A
MeTakivnon o€ d1IaQOpPETIKA Ouada I
ATTOKAEIOUGG OTABUOU
H AUon mapéxetalr pe pnviagia xpéwaon Kal n
AvaBétouca Apxn HTopei va TpocBEtel A N
agaipei adeleg katd BouAnon xwpig déoueuon A
eAAXIOTOU 1| PéyIoTOU apIBuoU. I
Aev uttdpyel EAAXIOTOG apIBPOS aTTAITOUPEVWY
adeIwV. N
A
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I
H xpéwon adeiwv Ba yivetar avd Teppatikd
(workstation, server, mobiledevice)
QAVEEAPTATWG XPNOTWV. N
A
(Xpéwon yia 200 adeieg) I
O Avddoxog 6a Trapéxel ATTOPAKPUOUEVN N
utrootnpign TG utmpeciag EDR  xwpig A
eMTTPOOOETN XPEWON I
H diaxeipion va yivetal ye xprijon webbrowser N
A
I
Na utrooTnpiceTal auBevTikoTToiNOoN N
ToAaTTAwv  TTapayoviwv - (MFA)  yia  Tn A
ouvdeon Tou dIOXEIPIOTN I
H 1p6éoBaon pe 1o TEpIBAAAOV diaxeipiong O¢ N
Ba amraitei oUvdeon PE OTTOIOOATIOTE TPOTIO A
OTO €TAIPIKO SIKTUO. I
H TrpooTacia Twv TEPUATIKWY GTO GUVOAS TG
Kal n evnuépwan AoyiopikoU Ba gival evepyn N
EVTOG 1l EKTOG TOU SIKTUOU TOU Opyaviopou Kal A
O¢ Ba amraiTei gUvdeon o€ auTo. I
H Auon va mapéxer API N
A
I
EFTYHZH - YNHPEZIEZ
O avddoxog Ba Tpémel va eival og Béon va
TPOOPEPEl TNV UTINPECia  cav  pnviaia N
uUTTNPECia  pe  TO  POVTEAO  OUVOPOMNTIKAG A
adeI0d0TNONG TOU KATAOKEUAOTH. I

B. KATAZKEYAZTEZ/MPOIONTA MNOY OA YNOZTHPIZONTAI

ZuoTtAuara — €§0TAIop6g TG Cisco 1Tou TTepIAapBAavovTal GTIG TTAPAKATW KATNYOPIEG TTPOIOVTWV:

Networking (routers, switches)

Wireless & Mobility (access points & controllers)

Security (firewalls, security services)

Collaboration (Unified communications Manager, Unified Contact Center Express, TelePresence/video
conferencing)

Data Center - Unified Computing (rack-mounted & blade servers, UCS infrastructure, Data Center Switching)
Noyiopika poiovTa Twv VMware kalr Veeam

ZuoTthuara — e§ommAiop6g Tng HPE 1rou mrepiAappdvouv:

Data Center - Unified Computing (rack-mounted & blade servers, Network storage)

20
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MAPAPTHMA Ymodelypa Oikovopikig Mpoogpopdg
T z ZYNOAIKH TIMH
1 [0) Y pe @.MN.A. (%)
M . N
H n (o)
. A
M A 1

21




ΑΔΑ: 97Β446907Ι-0ΕΓ


22PROC010902478 2022-07-11™ 24775

Ymodeiypa Eyyunrikig EmioToARg
Ovopacia TPATTECOG. . vueeneeeeneeeenannne Kardotnua

Mpog
FN.®AQPINAZ EINATIAX 9
TK 53100

EFMTY'HTIKH EMNIZTOAH KAANHZ EKTEAEZHZ AP. ... EYPQ................

‘EXoupe TNV TIUA va 0ag yvwpiooupe 0TI eyyuwpeda dia TG TTapoUcag €yyunTIKAG ETTIOTOANG aVEKKANTA Kal
QVETTIQUAOKTA, TTAPAITOUPEVOI TOU OIKAIWHATOG TnG OlaIipéoews Kal dICNOEWS PEXPI Tou TroooU Twv

EYPQ........... IKAI OAOYPAPWIG). . e OTO OTTO0IO KAl JOVO TTEPIOPICETAI N UTTOXPEWOT OGS, UTTEP
L1 [« (o (o T [o (PP MEADM. ..o

AIVON yia TNV KaAR ekTéAeon atrd auThiv Twv 6pwv
NG e apiBud

..................... oluyBaong, Tou UTIEypawe podi 00G YIO TNV AVABEON ......cccovvveiviveeieiieeneneene.. 0P
S1ak/gng

....... [.........) TIPOG KAAUWN OVAYKWYV TOU ........cecoevveneneeeensn.... KAI TO OTTOIO TTOOOV KAAUTITEI TO 4 % TNG
oupBaTikig mpo P.M.A. aiag ................. EYPQ autig.

- To mmapatmdvw 11006 TnPouue otn d1d0eon oag kal Ba kataBAnBei pye povn Tn dNAwon oag oAIKa 1 PEPIKA
XWPIG Kapia ammd PYEPOog hag avtippnaon ) €vaTacon Kal Xwpig va epguvnBei To BACIPO A YN TNG aTTaitnong péoa
oe TévTe 15) NnUEPES aTTO aTTAR £yypagn €180TT0iNCT GAG.

- Z& TEPITITWON KATATTITWONG TNG €yyunong 1o 1006 TNG KATATITWONG UTTOKEITAI OTO €KAOTOTE I0XUOV TEAOG
XOPTOOHUOU.

- 'H mopouoa eyyunor pag agopd POVO TNV TTOPOTTAVW aiTia Kol Io0XUEl PEXPI TNV ETTIOTPOQN TNG O €PAG,
oTTOTE YiveTal auTtodikaia dkupn Kail Oev €XEl ATTEVAVTI HOG Kapia 1I0XU.

- BeBaioUtal utredBuva OTI TO TTOCO TWV EYYUNTIKWY HOG ETICTOAWYV Tou €xouv doBei oto Anudoio kai
N.M.A.A., cuvuttoAoyifovTtag kal To TTogd Tng Trapolaag, Oev UTTEPPRaivel TO OPIO TWV EYYUROEWV TTOU €XEI
kKaBopioBei atd 1o YTroupyeio Oikovopikwy yia Tnv Tpdrreda yag.
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YMOAEI'MA ZYMBAZHX

YTMOYPIEIO YFEIAZ & KOINONIKHZ AAAHAETTYHZ
3n YME MAKEAONIAZ
FENIKO NOXOKOMEIO ®AQPINAL

«EAENH ©. AHMHTPIOY »

ZYMBAZH NO ..../[......

NMPOMHOEIA KAI EFKATALZTAZH NPOrPAMMATOZ MPOZTAZIAZ KAl KATAMOAEMHZHZ IQN (200
AAEIEZ antivirus) TOY TAHPO®OPIAKOY ZYZTHMATOZ TOY I'.N. DAQPINAZIIA ENA(1) ETOZ

(ot o [P € XwpIig PIA, ..o €pe dPriA .....)

Sv. OAQPINA  ONHEPD ..evveiiiiiieie e 2020, o1 TTapakdTw cupBaAiopevol,

agpevog Tou Nopikou MNpoowTtrou Anpooiou Aikaiou pe Tnv eTmwvupia «FTENIKO NOZOKOMEIO ®AQPINAL »,
mou edpelel PAQPINA  (A.P.M999669027 A.O0.Y. OAQPINAL ), 6TTwWG EKTTPOCWTTEITAI VOUIPA KOTA TNV
uttoypa@r| Tng Trapouoag amd Tov Aioiknti Tou Noookopgiou MANTZOZ F'EQPIIOL , Trou Ba atrokaAgital oTo
€€NG XAPIV OUVTOMIaG

«To Noookougio» Kai

OQETEPOU TNG ETOUPEIOG. cuneeeeaeieieeeaanenenn ye AOM ... AOY. , TTou €edpeuel
(o 2 P, , 0006

.......................... apiOp. ..., TK .........., METNA. cooooeeencemailiKan fAX L
TTOU EKTTPOCWTTEITAI VOUIUA OTNV TTAPOUCA ATTO T.. K. weverereerenenninanenannns Kal TTou Ba atrokoAgitTal oTo €€RG

“MPOPNBEUTAS”. GUPPWVABNKAV Kal £yIvav apoIBaia aTTOdEKTA T TTAPAKATW.

Aaupdvovtag utrdwn Ta €EAG:
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‘ExovTtag utroyn:
A) Tig diatdeig Tou N.4412/2016.
B) Tnv utr’ apiB. 37./2022 diakApugn ouvoTrTikoU diaywviouou .

I Tnv um apiB. .../ ...-..-..... KOTOKUPWTIKA atmrégaon Tou A.Z. Tou Noookougiou gUu@wva Pe TNV OTToia O
0eUTEPOG TWV CUNPBAANOPEVWV avaknpuxBnke Avadoxog, yia Ta avaypagoueva oto apbpo 10  Tng TTapouoag
ouupaong.

A) Tnv ut apiBy. ..../[.-..-.... améeacn avaAnywng utroxpéwaong (AAA ... ). Zupeuwvnoav Kal
ouvatrodéxnkav Ta eEAG:

APOPO 10
ANTIKEIMENO THZ ZYMBAXHX

1.1. AvTikeipevo Tng oUpBaonc eivar n MPOMHOEIA KAl ETKATAZTAZH MPOrPAMMATOX MPOXTAZIAZ
KAI KATAMOAEMHEHE IQN (200 AAEIEXZ antivirus) TOY NMAHPO®OPIAKOY IY:ITHMATOZ TOY I.N.
®AQPINAZTIA ENA(1) ETOZ

1.2. To utté TTpounBeia UAIKG Ba BpiokeTal og TTARPN CUPPWVIA UE TIG TEXVIKEG TTPOdIAYPAPES Kal TOUG AOITTOUG
6poug TnG dlakAPUENG Tou diaywVIOPoU Kal TNV TEXVIKN KAl OIKOVOMIKH TTpoo@opd Tou [popnBeuTr, TTou
BewpouvTal To 0UVOAS TOUG AVATTOOTIAOTA PEPN TNG TTAPOUCAG.

APOPO 20

AIAPKEIA ZYMBAZHZ
'H ouppacn Ba 1oxver A ENA ETOZX kail TiBeTan o€ 10X0 a1rdé TNV nUEPOMNViIa UTTOYPA®PRS TNG KAl aTTo TA
800 cupBaAAopeva pépn pe dIKalwa 3 PNVEG TTAPATACTNG

ENAPZH IZXYOZ: ......ccooveniinnenne
AHZH IZXYOZ .........ccceceeieii

O MpounBeuTiig utroxpeoUTal va avaypd@el aTa OeATIO aTTOOTOANG Kal Ta TIHOASyIa TTWANCNG Tov apIBud Tng
oUppaong Kai
APOPO 30

KYPQZXEIX KATA TOY NPOMHOEYTH

3.1 Me amdépaon Tou A.Z. Tou Noookopegiou, UoTEPa OTTO YyVWPOdATNON TOU apuodiou opydvou, O
MpounBeuTig KnpUooeTal EKTTITWTOG ATTd T cUUBAON Kal aTTé KABe SiKaiwua TTou ATTOpPEEl AT QUTH, EQOCOV
Oev POPTWOE, TTAPEdWOE I AVTIKATESTNOE TO CUUPATIKA UAIKG, ) Ogv €mMOKeUAOE | OUVTPNOE AQUTA PETA OTO
oupBaTiké Xpdvo 1 To XpOvo TTapATacnG TTou Tou d60nKe PeTd atd aitnon Tou.
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3.2. O MpounBeuTig dev KNPUOOETAI EKTTTWTOG OTTO TNV KaTakUpwon A Tnv avdBeon i atrd tnv cuupaon,
£pOOOV:

3.2.1. To UAIKO dgv QopTWwBNKE A TTapadobnke A avTIKATAoTAONKE Pe €uBUVN Tou Noookopeiou.
3.2.2. Zuvtpéxouv Adyol avwTépag Biag.

3.3. 21OV TTPOPNBEUTH TTOU KNPUOOETOI EKTITWTOG aTTd TNV KaTtakUpwaon, Tnv avadeon ) tn ouuBaon,
empBaAovTal pe amogacn Tou A.XZ. Tou Noookopeiou, UoTepa amd yvwuoddTnon Tou appodiou opydvou, To
OTT0I0 UTTOXPEWTIKG KaAEgi TOv evOla@epOUEVO TTPOG TTapoXn €Enynoewyv, abpoloTiKG 1) SIafEUKTIKA, Ol KUPWOEIG
TTou TTpoBAETTOVTAl 0TO GPBpPO 203 Tou N.4412/2016.

3.4. >€ TTePITTTWOoN TTapddoong UAIKOU TO OTTOi0, TTAPOUCIAgEl TTOPEKKAIOEIG aTTO TOUG 6pOUG TNG
oUp Baong, xwpig 6pwg va emrnpeddetal N KATaAANASTNTA Tou, gival duvath n TTapaAafn Tou, PE EKTTTWON €TT
TNG CUPBATIKAG TIMAG, ETTEITa oMo amé@acn Tou appodiou opydvou dioiknong Tou Noookopgiou, KATa Tn
diadikacia Twv apBpwv 208 &

209 Tou N.4412/2016.

3.5. & TEPITTTWON KATA TNV OToia Ta UAIKA @opTwBolv - trapadoBbolv 1 avTiKaTaoTaBouv WETA
™ AAN Tou cupBaTikou Xpovou, OTTWG SIAUOPPWONKE PE TUXOV PETABEON auToU, Kal TTAvTwg PEXP! TN AREN Tou
XPOVOU TNG TTAPATACNG TTOU EVOEXONEVWG XopNynonke, emRaAAovTal €1 BApOog Tou TTpouNnBeuTH, Ta TTPOCTIUA
Tou GpBpou

207 Tou N.4412/2016, katd tn diadikaoia Tou opilel To Gpbpo auTo.

3.6. EkTdg amé 1ig kupwaelg Tou TpofAémovtal atov N.4412/2016, o TTpoo@épwy €uBUVETAI KOl
yia KGBe ¢nuia 1ToU TUXOV Ba TrpokUwel €1G Bapog Tou NOGOKOUEIOU aTrd TNV PN EKTEAEDN 1] TNV KOKI EKTEAEDON
NG oUppaong.

3.7. Eidikq pATpa akepaidtnTag: Kard Ttnv umoypagrn Tng ouufacng, O TIPOCPEPWY R O VOUIUOI
EKTTPOCWTIOI TOU, degpevovTal 0TI, g€ OAa Ta aTAdIa TToU TTPoNyRBnKav TNG KaTakupwaong Tng ouuBaong, dev
evipynoav aBépita, Tapdvoua f KataxpnoTika kal 6T Ba eEakoAoubrioouv va unv evepyolv Kar autév Tov
TPOTIO KATA TO OTADIO EKTEAEONG TNG CUUPBaAONG aAAG kail HeTd TN AREN AUTAG.

> TeEPITTTWON TTapdfacng Twv Opwv TNG PATPAG AKEPAIOTNTAG €K JEPOUG TOU TTPOCPEPOVTA PEXPI TN ANEN TNG
O1dpkelag TNG oUPPacng, autdg Knpuooetal EKTITWTOG. O UTTOXPEWOEIS KAl Ol aTrayopeUdel TG PATPAG
aKepaIdTNTAG KATOAGUBAvouv OAa Ta péAN QUTAG, O€ TTEPITITWON KOIVOTTPASiag.
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EFTYHZEIZ
4.1. Eyyunon kaAAg ekTéAeong TG ouuBaong.

ZU0powva pe Ta opifopeva otn dlakApugn, o MpopunBeutng, yia TNV KOAn ekTéEAEOn Twv Opwv TNG TTapoloag

oupBaong, KaTéBeoe TNV UTT apIB. ......ccoeeeeneees locoiiin.. -2022... €yyunmIKA EMOTOA T.o. coiviviiiiniiniinienens ,
TTOOOU ...vvenenenenenes EUPW, TO OTIOIO QVTIOTOIXEI Of TTOCOOTO TIévTe TOIG €KATO (4%) €TTi TNG OUVOAIKAG
oupBatikig agiag (un ocuptrepiAapfavopévou Tou P.IM.A.), Pe XpOvo I0XU0G Ewg TNV .......... -2022.....

ZTnV MEPITITWON TTou N agia Tng ouuBaong TTou Ba TpokUWel gival pIKPOTEPN 1 ion Twv 2.500,00€ €kTOg
®lA, dev atraiteital n Tapoxn £yyunong KaAng ektéAeong

4.2. 'H avwTtépw eyyunon Ba emoTpagei aTov MpounOeuTr) YETA TNV OPICTIKA TTOCOTIKH KAl TTOIOTIK TTapaAafni
TOU UNIKOU, TNV €KTTARPWON TwV GUURATIKWY TOU UTTOXPEWOEWYV KOl TNV EKKABAPION TUXOV ATTAITACEWY YETAEU
TwV CUPBaAAOPEVWV.

4.3. Xe¢ mepimTwon pPeTABeong 1 TTapdtacng Tou XpoOvou TTapddoong Tou UAIKOU, o MNpounBeuthg TTpéTmel va
TTaparteivel avaAdywg 1o xpovo 10X0U0G TNG £yyUNong KOANG EKTEAEONG ] va UTTORAAEI VEQ, OTTOTE ETTIOTPEPETAI N
apxikf. O Katd Ta AVWTEPW TTAPATEIVOUEVOG XPOVOG I0XU0G TNG €yyunong Ba eival peyaAutepog katda éva (1)
TOUAdYIOTOV Prva aTTd TN véa nuepounvia mapaddoong Tou UAIKOU.

4.4, Kotd ta AoITd, wg TPog O,TI agopd TIG €yYUNOEIG, 10XUOUV Ta avagepdueva OTnv OIKEia Béan Tng
diaknpugng kai oto apBpo 72 Tou N.4412/2016.

APOPO 50

TPOMOZ MAHPQMHZ

5.1. 'H mAnpwun Tou MpounBeutr) Ba yivetalr peTd amd KAOE TUNUATIKA OPIOTIKA, TTOIOTIKA KOI TTOCOTIKN
TapaAafr) amd 10 Noookopegio, ge BAan Tn CUCKEUACOIiA, TNV TTEQIYPAPN Kal TNV TIUA Twv €10Wv, OTTWG auTd
TTpoadiopiovTal avaAuTIKd OTNV TEXVIKH KAl OIKOVOMIKI) TOU TTPOGPOPJ.

5.2. 'H mAnpwpun Ba yiverar PeETA TNV OPIOTIKA TTOPAAARr Twv €0WV Kal UTTO TOV OpO OTI eV CUVTPEXE
TEPITITWON TTAPOAABAG TWV €I0WV PE EKTTTWON R TTEPITITWON ETTIBOAAG TTPOCTIUWY 1 GAAWV OIKOVOUIKWV
KUPWOEWV €IS BAPOG TOU TTPOUNBEUTH.

5.3. H mAnpwpn Ba yivetar oe eupw (€), kai Tnv IoxUouoca vopoBeaia Trepl Bewpnon  XPNHATIKWY
EVTOAPATWY TTANPWNAG atd Tov apuddio ETritpotro Tou EAgykTiKoU Zuvedpiou .

5.4. Xpovog e€d6pAnong: eviég e€nvta (60) nuepwyv, utToAoyICOPEVWY aTTd TNV €TTOPEVN TNG UTTOBOAAG Tou
TIHoAoyiou TTWANONG aTTd TOV TTPOUNBEUT.
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5.5. 'H €€d6@Anon yivetal pe Baon Ta vouipa SIKaloAoynTIKA TTANPWHMNAG Kal Ta AOITTA GTOIXEIa TTOU TTPORAETTOVTAI
OTO OXETIKO GpBpo Tou N. 4412/2016 kai Tnv 1IoxUouca vouoBeaia yia Tnv e€6QAnoN TiTAwv TTANPWMAG f TNV
giompaén amaimoewy omd 10 Anpéoio kai Ta N.ITAA. (ammodelkTikd @OPOoAOYIKAG Kal ao@ONOTIKAG
EVNMEPOTNTAG K.ATT.).

5.6. 'H uttoBoAn Tou TiHoAoyiou dgv UTTOPET va yivel TIPIV aTTd TNV EKTTARPWGCN TWV CUKBATIKWY UTTOXPEWTEWV.

5.7. Ze mepimtwon mou n €§OQANCN Twv TIMOAoyiwv yivel YeTd TNV Mo TTAvw TTpoBeapia, To Noookopeio
KaBioTtatal utrepripepo, oupgwva pe TG Olatagelig Tou N. 4152 «ETmeiyovia pETpA €QAPUOYAG TWV VOPWV
4046/2012, 4093/2012 kar 4127/2013» (PEK 107/9-5-2013) mapay. Z5 «XYNAAANATEX META=Y
EMNIXEIPHZEQN KAl AHMOZIQN APXQNn».

5.8. 'H mTpoBeopia TANpwUnG avacTéAAETAI a) KATA TO XPOVIKO dIdoTnUa TTou yecoAaBei atrd Tnv aTTOGTOAN TOu
OXETIKOU XpnuaTikoU evidApatog TTANPwUNG oTov apuodio ETmiTpotro Tou EAeykTIKOU uvedpiou Kal péXpl Tn
Bewpnon autou, B) Katd TO XPOVIKO OIdoTnuUa TUXOV OIKACTIKWY 1 €EWdIKwvY OlevéEewy PeTAu Tou
Noookopgiou kal Tou TTPOUNBeUTH, TTOU agopoUlv OTnv ekTEAeOn TNG oUPPBacng, KaBwG Kal y) OTIG AOITTEG
TIEPITITWOEIG TTOU avagépovtal oTo OXeTIKO GpBbpo Tou N. 4412/2016. Emiong, dev TTPOOUETPATAI O XPOVOG
KaBuaTépNong TNG TTANPWHNAG, TTOU OPEIAETAI O UTTAITIOTNTA TOU TTapOXou (Un £yKaipn UTTOBOAN TwV avayKaiwyv
SIKAIOAOYNTIKWVY K.A.TT.).

5.9. O lMpopnBeuTng Bapuvetal ue OAEG TIG VOUIUEG KPATATEIG.

O ®6pog MpooTiBépevng Agiag (P.M.A.) emi TN agiag Twv TiHoAoyiwv Bapuvel Tnv AvaBétouoa Apxn. Ta ££oda
UETAPOPAG KAl POPTOEKPOPTWONG TwV €10WV BapUvouv Tov TTPOUNBEUTH.
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APOPO 6o

EIAIKEZ YINOXPEQZEIX TOY NOZOKOMEIOY

Mépav Twv AoITTWV CUPRATIKWY TOU UTTOXPEWOEWVY, TO NOOOKOEIO £XEl TIG £EAG EIDIKEG UTTOXPEWOEIG, WG TTPOG
OTI a@opd Tn XPAGCN TOU UTTO TTPOMNBEIa UAIKOU:

a) Na pepiyvd yia Tnv TTPOCEKTIKA XPron Tou UAIKOU.

B) Na T1popuAdocel 10 UAIKG ammd oTroladATIOTE TIPOKANON {nUIAG, OQEINOUEVNG O€  UTTaImIOTNTA
uttTaAAfAWY TOU

Noookopeiou A TPITWV TTPOCWTTWYV I O€ EEWTEPIKEG ETMBPACEIG (UypaaTia, okovn, uTTEPPBOAIKN C€0TN K.A.TT.).

APOPO 70
ANQTEPA BIA

UNIKOU, €@bdoov auvTpéxouv Adyol avwrtépag Biag. Q¢ avwtépa Bia voeital kGBe yeyovog ammpOBAeTTTO, TO
OTTOI0 OTN CUYKEKPIPEVN TTEPITITWON OEV UTTOPEI VA ATTOTPATTE €0TW KAl JE TN AAWN PETPWYV AKPOG ETTIHEAEIOG
Kal oUveong, éveka TOu oTToiou KabBioTatal avéikTo oTov MpounBeuTh va TrpoBei o idlog i péow TpiTwV OTNV
EKTTANPWON TWV UTTOXPEWTEWV TOU.

7.2. Xg gpappoyr Tou GpBpou 204 tou N. 4412/2016, o MNMpounBeuTig utmoxpeolTal péoa oe dIAoTNUA €iKOOI
(20) nuepwv atrd 16TE TTOU €AARE XWPA TO YEYOVOG TTOU OUVIOTA avwTépa Bia va To avagépel eyypdewgs Kal va
Tpookouioel oTo NOCGOKOUEIO Ta aTTaPAITTA OTTOJEIKTIKA OTOIXEia. e TTEPITTWan Tou o MNpounBeutig dev
TIPOCKOUIOEI TETOIO OTOIXEI OTEPEITAI TOU DIKAIWPATOG VA ETTIKAAETTE TN guvdpour] Adyou avwTépag Biag yia Tn
MN EKTTARPWON TWV CUPBATIKWY TOU UTTOXPEWTEWV.

7.3. Teyovota ToOU evidooovTtal OTO TIAQICIO Twv KIVOUVWV TnG E€MAYYEANATIKAG OpacTnpIdTNTAG TOU
MpounBeuTn Kal YTTOPEI va ETTNPEGCOUV DUOUEVWG TNV EKTTANPWON TWV CUPBRATIKWY TOU UTTOXPEWOEWV, OEV
ouvioToUv Adyoug avwTépag Biag.

APOPO 80

AOITOI OPOI

OMol o1 6pol TG TTapoucag BewpouvTal ouciwdEIG. TPOTTOTTOINCT QUTWY UTTOPED va yivel pévov eyypdewg, o€
QAVTIKEIMEVIKA OIKAIOAOYNUEVEG TTEPITITWOEIS KAl PETA aTTd TTPONYOUMEVN OXETIK amré@acn Tou AIoIKnTIKOU
>upBoudiou Tou Noookopeiou. ‘Exouv TAfpn ocupfariki 1o0x0 Kal armoteAouv avatréoTracTa TUAUATA TNG
ouppaong, aTo YETPO TTOU BeV AVTIKEIVTAlI GTOUG OPOUG AUTAG, a) n dlaknpugn Tou digvepynBévTog diaywviouou,
B) N TEXVIKA KAl OIKOVOUIKY TTpoc@opd Tou [MpounBeuTh Kai y) o1 SIEUKPIVIOTIKEG TOU ETTIOTOAEG KAl TO TEXVIKG
QUAAGSIO TOU KATAOKEUAOTIKOU OiKOU.

APOPO 90
EMIAYZH AIA®OPQN - EPAPMOZTEO AIKAIO

Yehiba 28
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9.1. KdaBe diagopd Tou avakutrTel Katd T S1dpkela 1IoXU0g TG oUPBaong (A kal Jetd Tn AAEN TnG, epdoov
arroppéel atm’ auTrv) petagu Tou Noookopegiou kar Tou IMpounBeutr Kal apopd (evOEIKTIKA) TNV €KTEAEON TwV
6pwv TNG oUpBaong, TNV €punveia QUTAG, TOV TTPOCDIOPICUS 1)/ KOl TNV EKTTARPWON Twv CUUBOTIKWY
UTTOXPEWOEWV TWV PEPWV N TNV KaB' olovdnToTe TpOTTo AUOn Tng, €MAUETQI KAT OpPXNV, avefopTATWS TOU
XPOVOU YeVECEWG TNG, aTTo To AIoIKNTIKO 2upBoUAio Tou Noookopegiou, TTpog To oTroio o MNpounBeuThg TTPETTEl va
atreuBuvel oxeTiKA aitnon. To A.X. ammo@aaifel opIoTIKG vTOG EUAOYOU XPOVOU PE aITIOAOYNUEVN OTTOYACH TOU, N
OTT0i0 YVWOTOTIOoIEITaI oToV evdlagepduevo. Eav 1o A.Z. Tou Noookopegiou dev ekdwaoel ammoQaAon ETTi TNG
aItoewg péoa ae dUo (2) prveg atmé Tnv nuépa UTToBoANRG TnG 1 av o MNpounBeuTtAg dev atmodexBei TNV améeacn
Tou A%, 161E omrolodnTIoTE atrd Ta pépn OIkaloUuTal va eloaydyel Tn dla@opd TTPOG ETTIAUCH EVWTTIOV TWV
appodiwv AlkaoTnpiwy.

9.2 Kd&Be diagwvia i diapopd TTou Ba atroppéel amd Tn cUuBacn TTpoundeiag 1 6a oxeTifeTal Y’ autAv
Kal dev Ba puBpiCetal katd Tov avwTépw TPOTTO, Ba emMAUETOI ATTOKAEIOTIKA Ao Ta KOO UAnv apuodia
dIkaoThpIa

9.3. MNa o1 dev poBAETTeETAl OTNV TTapouca cuUufacn, epapudélovtal ol 6pol TG Ut apib. ..... /2019
S1akApugng Tou OlevepynBévtog dlaywviapou, Kabwg Kal ol Trepi TTpounBdeitv Tou Anuogiou dIoTAgelg, OTTWG
IoxUouv KaBe @opd. 'H epappoyr] Twv dIaTaEewv auTwy Oev ATTOKAEiEl TNV AOKNON GAAWY SIKAIWPATWY TOU
Noookopegiou, TTou ammoppéouv atd TIC ouvaQeic ue TN oUPPacn diatdgeig Tou AoTikou Kwdika Kal Tng
AoITTAG 10xU0UCOG VOouoBETiag.

e emBefaiwaon OAwv Twv TTOPATTAVW OUVTAXONKe N TTapouca og dUo (2) duoia avTiypaga, Ta OTroia, agou
diaBaoTnkav, utroypdenkav amd Toug oupfaAlAdpevoug, €k Twv omoiwv To Noookopeio éAafe éva (1)
avTiypago, vy To dAAo €AaBe o MpounBeuTng.

APOPO 10
NMPOMHOEIA KAI EFTKATAZTAZH

NMPOrPAMMATOZ TMPOZTAZIAZ KAl KATAMOAEMHZHZ IQN (200 AAEIEZ antivirus) TOY
NAHPO®OPIAKOY ZYZTHMATOZ TOY I'.N. PAQPINAZIIA ENA(1) ETOZ

A. TEXNIKEZ NMPOAIATPA®EZ

A MEPIFrPA®H

~

Z00TNUO TTPOOTACIAG TEPUATIKWY OTaBuWYV (EDR)

TEXNIKA XAPAKTHPIZTIKA

APOPO 11 OAOKAHPQZH ZYMBATIKOY ANTIKEIMENOY
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H ouuBaon Bewpeital 611 £xel oAokAnpwOei, étav TTapaAn@Bolv opIoTIKA, Ol TTAPEXOUEVEG UTTNPETIESG , OTaV
arroTTAnpwOei To cuPBaTIKS TiNUa Kal EKTTANPWOOUV Kal o1 TUXOV AOITTEG CUMBATIKEG i VOUIPES UTTOXPEWOEIG KOl
amé Ta OUo cupPaAAdueva pépn Kkal atrodeoueUBOUV 01 OXETIKEG €yYUNOEIG KaTd Ta TTPOPRAeTTOUEVA OTN
ouppaon.

ZYMMOP®QZH ME TON KANONIZMO EE/2016/2019 KAI TON N. 4624/2019 (A 137

Ta avrioupBoAAdpeva pépn avaAapBavouv va TnPouv TIG UTTOXPEWOEIG TTOU aTTOPPEOUV OTTO TNV £PAPUOYT TOU
KavoviopoU (EE) 2016/679 yia Tnv TTpOOTOCIO TWV QUOIKWY TIPOCWTIWV &vavTl TnG €TTEEEpyaciag Twv
O0edONEVWV TTPOCWTTIKOU XAPAKTPA Kal YIa TNV EAeUBepn KUKAOQOpPIa Twy dEdOUEVWV AQUTWYV KAl TRV KATAPYNoN
NG 0dnyiag 95/46/EK (Mevikdg Kavoviopog Mpootaciag Asdopévwy / General Data Protection Regulation —
GDPR) ka1 Tou N. 4624/2019. EidikéTepa:

A) Qg Tmpog Tnv emegepyaoia ammd TRV AvaBétouca ApxA Twv TTPOOWTTIKWY &edopévwy Tou Avadoxou
OUUTTEPIAOUBAVOUEVWY TWV TTPOCTIBEVTWV—CUVEPYATWV/OAVEICOVTWY EUTTEIPIA/UTTEPYOAGBWY Tou, IoYXUOUV TO
TTOPAKATW:

O Avdadoxog ouvaivei oto TTAaiolo Tng diadikaoiag eKTEAEONG TNG TTapoloag dnuéaciag oUPRACNG Kal ETTITPETTE
otnv AvaBétouca Apxn va Trpofei e avalntnon-empeRaiwon 6Awv Twv avaykaiwv dIKaloAoynTIKWY, KaBwG Kai
otnv avaykaia emegepyaaia kar diatipnon Oedopévwy  TTPOOWTTIKOU XAPOKTAPA KOl OTNV  avioAAayn
TTANPOPOPIWV PE AAAEG BNUOOIEG APXES.

H Avabétouaa Apxr amroBnkelel Kol €TTEEEPYAETAI T OTOIXEIO TTPOCWTTIKWY Oedopévwy Tou Avaddyou TTou
gival avaykaia yia Tnv ekTéAeon TNG oUPPacng, TNV eKTTAAPWON Twv PETAEU TOUG CUVAAAQYWV KAl TNV €V YEVEI
OUUPOPPWON TNG YE VOUIUN UTTOXPEWON, OE £yXOPTO OPXEIO KOl O€ NAEKTPOVIKH BACN pE UWPNAG XOPOKTNPIOTIKA
ac@aAgiog e TTPOGRACN AUOTNPEWG KAl POVO O€ €£0UCIOBOTNUEVA TTPOCWTTA i TTAPOXOUG UTTNPECIWY GTOUG
OTT0IOUG aVOBETEI TNV EKTEAECN OUYKEKPIUEVWV EPYACIWV YIO AOYOpPIOOUO TNG Kal ol oTroiol dievepyouv TTPAgeig
€MECEPYATIOG TTPOCWTTIKWY OEDOPEVWIV.

H AvaBétouca Apxi 6a Tpofei oe oculhoyr kai emegepyacia (TM.X. OUAAOYR, KATOXWPEION, Opyavwaon,
atmoBrikeuan, PETABOAA, diaypa@r], KATAOTPOQN K.ATT.), yId TOUG QVWTEPW QAvAPEPOUEVOUG OKOTTOUG, TWV
OeDONEVWV TTPOCWTTIKOU XAPAKTAPA OTTWG: (A) EMONUWY OTOIXEIWV TAUTOTTOINONG, (B) OTOIXEIWV ETTIKOIVWVIAG,
(y) ©Oedopévwyv Kal TTANPOPOPIWV  KOIVWVIKOAC@OAIOTIKWYV KAl  QOPOAOYIKWY aTTAITACEWY, (O) YEVIKWV
TTANPOPOPIWY, (€) GTOIXEIWV TTANPWHNG, XPNHOTOOIKOVOUIKWY TTANPOPOPIWY KAl AOYapIaoHWY, (OT) deSOUEVWV
€I0IKAG KaTnyopiag, Twv oTroiwv n culloyr) kai emegepyaaia emPBAAAETal ammd Toug Opoug ekTEAEONG TNG
oUuBaong, oKoTToUg apxeloB£Tnang TTPog To dNUOCIO CUUQPEPOV, i OTATIOTIKOUG OKOTTOUG.

Ta mpoowTikd dedopéva Tou Avaddxou Kal Twv CUVEPYATWY Tou (CUUTTEPIAAUBAVOUEVWY TwV daveIlovTwV
euTTEIPia/UTTEPYOAGRWY) aTTOBNKEUOVTAI VIO XPOVIKO dIAaTnUa ico pe Tn dIdpKEIa TNG ekTEAEONG TNG oUPBaong,
Kal PeTd TN AAEN auTAG yiIa Xpovikd SIACTNUA TTEVTE ETWV Yia JEAAOVTIKOUG pOpOAOyYIKOUG-ONPoaiovouikoUg A
€AEYXOUG XPNUOTOBOTWY I AGAAOUG TTPORAETTOUEVOUG €AEyXOUG aTTO TNV KEipeEvn vouobeaia, €KTOG €4v n
vouoBeaia TTpofAETTEl DIAPOPETIKA TTEPIOdO dIATAPNONG. ZE TTEPITITWON EKKPEPODIKIAG avagopikd Pe dnuooia
ouppaon Ta dedouéva TnPoUVTal EXP! TO TTEPAG TNG EKKPEUODIKIAG.

Ka®’ 6An tnv didpkeia mou n AvaBétouca Apxn Tnpei kal eTeEepydletal Ta TTPOOWTTIKA dedopéva o Avadoyog
£xel OIKaiwpa evnuépwang, TPdoRacng, eopnToTNTag, dIdPBWONG, TTEPIOPICUOU, dIaypa@ng 1 KAl EvavTiwong
UTTO OUYKEKPIPEVEG TTPOUTTOBETEIG TTPOPBAETTOUEVESG OTTO TO VOUOBETIKO TTAQITIO.

Aev emTPETTETAI N €TTECEPYATIa DEQOUEVWV TTPOCWTTIKOU XAPAKTPA YIA OKOTTO SIOQOPETIKO atrd auTdv yIa
TOV OTTOI0 £X0UV GUAAEXBEI TTapda Povov UTTO Toug O0poug Kal TTpoUTToBEaEIg Tou ApBpou 24 Tou v. 4624/2019.

H dioBifaon dedopévwv TTPOCWTIIKOU YapakTipa amd Tnv AvaBétouca Apx oec GAAo dnuocio @opéa
EMTPETTETAI oUPPWVA PE TO ApBpo 26 TOoUu wg Avw vOpou, £QOCOV Egival ATTAPAITATO YIA TNV EKTEAEON TWV
KaBNKOvIwv TNG 1 Tou TpiTou @opéa aTtov otroio diafiBdlovial Ta dedopéva Kal €QOoovV TTAnPoUVTal Ol
TIPOUTTOBECEIG TTOU ETTITPETTOUV TNV £TTEEEPYaTia oUP@WVa Pe To ApBpo 24 Tou idiou vouo

B. Q¢ mmpog TV emmeepyaaia ammd Tov avadoxo TTPOCWITIKWY OESOUEVWY OTO TTAGICIO EKTEAEONG TWV CUMBATIKWV
TOU UTTOXPEWOTEWY IaXU0UV 01 dIaTtdgelg Tou dpbpou 28 MKMA. EidikdTtepa, IGXU0UV TA TTAPOKATW:
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a) o avadoxog (ekTeAwv Tnv emmeCepyaaia) emegepyddetal Ta dedopEva TTPOCWTTIKOU XApaKTAPA HOVo BAcel
KOATAYEYPANMEVWY EVTOAWV TNG avaBéTouoag apxng (uTrelBuvog eTTegepyaaiag),

B) dlao@aAiCel 6T Ta TTPOOWTIA TTou eival g§ouciodoTtnuéva va emmegepyddovral Ta dedopéva TTPOCWITIKOU
XOPOKTAPa £XOouv avaAdBel déopeucn TAPNONG EUTTIOTEUTIKOTNTAG 1 TEAOUV uTTO Tn déoucda KOVOVIOTIKA
UTTOXPEWON TAPNONG EYTTIOTEUTIKOTNTOG,

Y) AapBdvel 6Aa Ta amraitodpeva pétpa duvdpel Tou apBpou 32 MKIA,

®) Tnpei Toug GPOUG TTOU avaPEéPovTal OTIG TTapaypPd@ous 2 Kal 4 yia Tnv TTPOcAnWn GAAoU €KTEAOUVTOG TNV
emegepyaaia,

€) AapBaver uttéwn TN QUON TNG eTegepyaciag Kal €MKOUPEl Tov uTrelBuvo emreéepyaoiag pe Ta KatdAAnAa
TEXVIKA KAl OpyavwTIKA PETPA, aTov Babud Tmou autd eival duvaTo, yia TV eKTTARPWON TNG UTTOXPEWGONG TOU
utreuBlvou eTTeEepyaoiag va amavid o€ aitiuata yia doknon Twv TTPORAETTOPEVWY OTO KepdaAaio I
OIKAIWMPATWY TOU UTTOKEINEVOU TwV BEGOUEVWV,

OT) ouvdpdauel Tov utreUBuvo emegepyaaiag oTn dIaCEAAICN TG CUUUOPPWAONG TTPOG TIG UTTOXPEWOEIG TTOU
amoppéouv amd Ta apbpa 32 éwg 36 TKIMA, AauBdvovrag utméwn Tn @UON TG emegepyaciag Kal TIG
TTANpo@Opieg TTou dIAaBETEl O EKTEAWV TNV €TTEEEPYQTIa,

¢) kar emAoyn Tou uTreuBUvou eTTeepyaaiag (avabBéTouoa apxr), dlaypa@el i emMoTpéPel OAa Ta dedopéva
TIPOOWTTIKOU XOPOKTAPA oTov UuTTelBuvo eTTegepyaaiag YeTd TO TTEPAG TNG TTAPOXNAG UTTNPECIWY ETTECEPYQTiIag
Kal dlaypd@el To UPIOTAPEVA avTiypa®a, €KTOG €dv To dikalo TG ‘Evwaong ) Tou kpdtoug péAoug atTaitei Thv
aATTOBAKEUDN TWV OSOUEVWYV TIPOCWTTIKOU XOPAKTHPA,

n) Bérer otn di1GBeon Tou umeuBlvou emefepyaaiog KABe amapaitnTn TTANpo@opia TTPOG aTTedEIEn TNG
CUPNOPPWONG TTPOG TIG UTTOXPEWOEIG TToU BeaTri(ovTal OTO TTOPOV ApBpo Kal ETITPETTEI KAl DIEUKOAUVEI TOUG
eAéyyoug, TreplIAapBavouévwy Twv emBewpnoewy, TTou dlevepyolvTal atré Tov UTrelBuvo eTeCepyaaniag r amod
GAAoV eAeyKTH evTeTaAPEVO AT Tov UTTEUBUVO £TTECEPYOTIAG.

1) O ekTeAwV TNV eTTegepyaaia dev TTpooAapavel GAAOvV ekTEAOUVTA TNV TTECEPYATia XWPIG TTpONYOUHEVN EIBIKN
f YEVIKA ypaTrTr) ddela Tou utreuBuvou eTTegepyaaiag.

APOPO 12 MapakoAolBnon Tng ocuupaong

H mapakoAouBnon Tng ekTéAeong Tng XUuBaong kai n dioiknon autng 0a SievepynBei amd Tnv/Tig
apuo6dia/eg emTpoti/ég TrapaAaBig. H omroia kail Ba gionyeital oT0 APPOSI0 ATTOPAIVOPEVO OPYAVO Yid
OAa Ta INTAMATA TTOU A@QOPOUV OTNV TTPOOAKOUCO eKTEAEON OAWV Twv 6pwv TNG cUUBAONG KAl OTNV
EKTTARPWON TWV UTTOXPEWOCEWYV TOU avadoyou, oTn Ayn Twv emIBERANUEVWYV PETPWY AOYW N TAPNONG
TWV WG Gvw O6pwv Kal 18iwg yia {NTAUATO TTOU AQOPOUV CE TPOTTOTTOINON TOU OVTIKEIMEVOU Kal
mapdraon Tng didpkeiag Tng cuufaong, Uré Toug 6poug Tou dpBpou 132 Tou v. 4412/2016.

APOGPO 13 EPMHNEIA

O1 emKe@aAideg TwV 6pBpwv TNG TTapoucag £xouv TeBei atmokAeIoTIKé yia Tn SieukOAuvon Kal dev puTropouv va
XpnoigotroinBouv yia Thv gpunveia Tou dpbpou NG ZuuBacng autrg.

Ol ZYMBAAAOMENOI

lNa To Noookopgio lNa Tov TTpounBeuTh

MANTZOZ TrEQPT10Z
Yehiba 31
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