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«EAENH ©. AHMHTPIOY»

rPAQEIO MPOMHOEIQN

TAX AIEYOYNZH: EFNATIAZ 9, 53100
THAEDQNO: 23850/502266

MAnp. TZQTZOY ANAZTAZIA

Email sprom@nosflorinas.gr

MPOz: ONOYZ ENAIAOEPOMENOYZ

OEMA: NPOZKAHZH EKAHAQZH ENAIAOEPONTOZ lNA THN YNOBOAH OIKONOMIKQN NMPOZMOPQN — AIKAIOAOTHTIKQN TIA
THN NMPOMHOEIA KAI ETKATAZTAZH NPOrPAMMATOZ NPO:TAZIAZ KAl KATAMOAEMHZHZ IQN (200 AAEIEZ antivirus) TOY
NAHPO®OPIAKOY YZTHMATOZ TOY I.N. DAQPINAZIIA ENA(1) ETOZ

To IN® €xovtag unmoyn TG SLatdels : OMwg auTtég Loxuouv

1.1 Tou N.3329/2005 (DEK 81/4.4.2005) Mepi EBvikoV Tuothipatog Yyeiog kat Kowwvikig AANANAeyyUNG Kot Aoutég SLatdelg onwg
Tpomornolndnke Kat LoXVEL.

1.2 Tou N.3580/2007 «MpourBsiec Dopéwv enomrevopévwy amo to Yroupyeio Yyeiag kat Kowwvikng AAANAgyyUNg Ko AAAEG
Slatagelg» (PEK A'134/18-6-2007).

1.3 Tou N. 3918/2011 (DPEK 31/A/2011) «AlapBOpwtikég aAAayEG 0TO cUOTNA UYELaG Kol GAAEG SlaTdEeig»
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1.4 Tou N.3861/2010 «Evioxuon tng StadGvelag e TNV UTIOXPEWTLKA avAPTNOon VOUWY Kol TIPAEEWV TwV KUBEPVNTIKWV
SLOKNTIKWY Kol autoSlokntikwyv opydvwy oto Stadiktuo» «Mpdypappa Atadysta» kot AAeg Statdéelc.(A-112).

1.5. Tou N. 3886/2010 (DEK A’ 173/30.9.2010) «Aikaotikr pootacio katd tn ovvayn dnUoclwy cupuBAcswv», £T0L OTIWG
tpomnomnoldnke pe Ti¢ Slatdgelg tou apbpou 63 tou N.4055/2012 (DEK A’51/2012)

1.6 Tou N. 2362/1995 «MNepi Anpoociou AoylotikoU, eEAéyxou twv Samovwy tou Kpdtoug kat dAeg Satagsie» (D.E.K. A’
247/27-11-1995), onwg oxVel pe tov 4270/2014 (DEK 143/t. A'/28.06.2014) Apx€C SnULOCLOVOULKAG Slaxelplong Kot
enortteiog (evowpdtwon thg O8nyiag 2011/85/EE) - 6npooto AoyLoTiko Kot AAAEG SLaTASELg

1.7 Tou Kwbika Atokntikng Atadikaoiag (K.A.A.), 6mwg LoxVeL, o omnoiog éxel kupwBel pe to GpBpo mpwto tou N. 2690/1999
«KUpwon tou Kwdika Alolkntikig Atadikaciog kat dAAeg Statagelg» (O.E.K. A" 45/9-3-1999).

1.8 Tou N. 4072/2012 (DEK 86 A’/11-04-2012) «BeAtiwon emuxelpnpotikol meptBdAloviog —Néa statpikr popdn- Rpota-
Meolteg AKwvnTwy- PUBULON Ogpdtwy vauTiiag, Apévwy Kot alteiag kot AAAeg Statagelg, Mépog Aeltepo, NEa eTalpikn Lopdn:
161wtk Kedahatouytkn Etatpia (IKE)

1.9 Tou N. 4250/2014 (DEK 74/t. A") «AlolknTtikég AthouoTteloels — Katapynostg, Zuyxwveloelg Nopikwv Mpoocwrwv Kal
Yninpeowwv tou Anpociouv Topéa — Tpormomnoinon Atatdéewy tou .6. 318/1992 (A’ 161) kot Aoutég pubuiosig».

1.10 Tou N. 4254/2014 «M£tpa otrpLéng Kat avarmtuéng tng eEAANVIKAG olkovopiag oto mAaiolo ebappuoyng tou v. 4046/2012 kat
GAAeg Slatdtelg»

1.11 Tou N.4013/2011 (DEK 204/t.A’/15-09-2011) ZUotaon eviaiag Ave€aptntng Apxng Anpooiwv ZUPBACEWY OMWCE
TpomomnolnOnke Kal LoXUEL

1.13. Tou N. 4412/2016 (DEK 47/t. A'/08.08.2016) Anudoleg TupBdoelc Epywy, Mpounbeiwv kat Ynnpeowy (mpooappoyn
otig 0dnyieg 2014/24/EE & 2014/25/EE).

1.14. Tou N. 4441/2016 (DEK 227/t. A’/06.12.2016) Armhomoinon SLadlkaclwy cUOTAONG EMLXELPOEWY, APON KAVOVLOTIKWY
eUnoSiwv oToV aVTayWVIoUO Kat AOUTEG SLaTAEELG

1.15 Tou N.4472/2017 (®DEK 74/A/2017) «cuvtaflodotikég Slatdgelc Anpoaoiou kat tpomomnoinon Statdswv tou v. 4387/2016,
HETPA £DOPUOYNG TWV SNUOCLOVOULIKWY OTOXWV Kol UETOPPUOUIcEWY, HETPA KOWWVIKNG OTAPLENG KOl EPYACLOKEG PUBUIOELS,
MecomnpoBeopo MAaiolo ANUooLovouLKhG ZTpatnyLkig 2018-2021 kat Aounég SLatatelg

1.15Tou N4605/®EK A/52/1-4-2019 ( dpOpo 43 tpononoinon dtatda§swv tou N 4412/2016 (A147

1.16 Twv N4608/2019 (A66) katL 4609/2019 (A67 ) e TOouC OTtOiloUG yiveTal Tpomomoinon TwWV EMLUEPOUG
Slatdfewv tou N 4412/2016

1.17Tnv v ap 223/30-10-2020 Ofpa 4 anddacn tou AZ pe AAA QMIMM469071-916 yiLa thv AMEON
avaykn dtacpaAiion nAnpodpopLakol CUGTAHRATOG

1.18To um ap 422 /19-1-2021 éyypado tou THApnatog TANPodoOpPLKAG HE TO OmOio KatatéOnkav ot
TEXVLIKEG MpodLaypadég

1.19Tnv urt ap 22/29-1-20216spa 9 anddpacn pe AAA WO3IM4697I1-1Y9tou AS pe tnv omnoia
a)eykpivovratl ot texvikeg mpodiaypadeg A THN MPOMHOEIA KAl ETKATAITAIH NMPOTPAMMATOZ MPOITAZIAL KAI
KATAMOAEMHZHZ IQN (200 AAEIEZ antivirus) TOY MAHPO®OPIAKOY £YZTHMATOZ
b) eykpwvetal H mpdokAnon ekdnAwon evdladEpoviog yia tnv UNMIOBOAR OLKOVOULKWVV MPOocdopwV — SLKALOAOYNTIKWV
ywa tnv MPOMHOEIA KAI ETKATAZTAZH NMPOTPAMMATOZ NMPOZTAZIAZ KAl KATAMMOAEMHZHZ IQN (200 AAEIEZ antivirus)
TOY NAHPO®OPIAKOY $YITHMATOZ «kat_MNPOYNOAOTIZOEIZA AAMANH ME ®ONA 24% : 6200 € kot opiletal n emtponh

agloloynong.
1.20Tnv ur ap 31/3-2-2021 anodoaon avaAndng unoxpewong pe AAA Q817Z46907I-NFE KAl AAAM 21REQ008085507
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Zag kKalel va anooteilete og oppaylopévo PAKEAO TNV OLKOVOULKN oo TPoodopa KO TOL AmapaitnTo SIKOOAOYNTLKA  yLa

™V avwtépw TpopBeia éwgtnv 17/2/2021 kou wpa 14 mp .

revikég NMAnpodopieg

1. Oumnpoodopég Ba katateBouv PEXPL TNV  KATOANKTLKA NUEPOMNVIA KAl wpa Tou opilet n moapoloa , oIV
EMnvik yAwooa, ot ddkelo, Kal umoyeypappévn. OL CUUUETEXOVTEG, UToBdAouv thv mpoodopd Toug, ot «HAKEAO»
e meplexopevo Svo (2) (umo)dakéloug (a) €vag (umo)dpdkerog pe TtV €vEeELEn «-AlKaloAoynTIKWV-  TEXVLKA
Npoodopdr» kat (B) évag (umo)ddkehog pe tnv £vdeltn «Owovoukr Mpoodopad».

2. H oxU¢ Twv oxXeTkwy cupBdcewv umopel va Stakomel epooov yivel Keviplky unnpeoia (Yrmoupyelo Yyeiag &
Kowwvikng AMnAeyyung kat to Yroupyeio Avamtuéng). 2tnv meplmtwon auth yla tn Avon tg cupupaong, n unnpeoia
pag, oudepia euBUVN €XEL EvavTL TOU XopnyNnTH.

3. e mepinmtwon mou 600ei e€ouoloddtnon amd tv 3n YNE MAKEAONIAS 1) amo keviplkr untnpeoia (Ymoupyeio Yyeiag &
Kowwvikng AAnAgyyung kat to Ymoupyeio Avamtuéng) n uhomoinon tTwv va yivel and &AAo VOCOKOUELO Kapia eubuvn
Sev €xeL to 'N OAwpvag kat ot mAnpodopieg Ba SoBouv amd ta avtioToLa T LOTO AUTWY
Na katateOel BeBaiwon Ot oL TWEG ou Sivouy elval cUUPWVES e aUTEG Tou Napatnpntnpiov Tipwv. EAv LoxUouv

5. Amnayopeletal n urtoBoAr] eVOANAKTIKWY Tipoadopwv. Tuxov urtoBANnBeioec evaANaKTIKEG TiPOOohOPEC amoppintovTal.

Mo otL ev mpoPAEnEeTAL amd TOUG OPOUG TNG TAPOUCAC, LOXUOUV oL SLatdgelg mepl mpounBewwv Tou Anuooiou Kol Twv
N.M.A.A., tou N. 4412/2016.

7. H Anoodpdyion twv npocpopwv MUMOPEL va yivel ot pia gviaio cuvedpiaon  ywpig Sidkpion otadiwv/ddacswv
(a§loAdynon SLkalOAOYNTIKWV _— TEXVLKAC KOl OLKOVOLLKAC tpoodopdg ) cupdwva e tov N4412 dpBpo 117 map 3.
ko 8a katatedei oto AZ tou IND ENA NPAKTIKO.

8. OLmpounBeutég umopouv va umofalouv mpoodopd yia to cuvolo < MPOMHOEIA KAI ETKATAZTAZH MPOrPAMMATOZ
NPOZTAZIAZ KAl KATANOAEMHZHI IQN (200 AAEIEZ antivirus) TOY NMAHPO®OPIAKOY ZYITHMATOZ TOY [I.N.
DOAQPINAZ

9. Xpovog Loxu npoodopdg 6 HAVeS
10. KPHTHPIO KATAKYPQZHZ n nmA£ov cupudEpouoa amod OLKOVOLKNG anoyng mpoodopd Bacn tng XapnAdtepng TLUAG

AIKAIQOMA YMMETOXHZ
Alkoiwpa CUPHETOXNG €XOUV oL olkovopikol dopel dnwg autol meplypadovrat oto apbpo 2, map. 1 (11) tou v. 4412/2016
Ato,, KAaBe UOIKO 1 VOUIKO TPOOWTO I dnudolog dopLag 1 €vwon aUTWV TwV TPOCWNwV R/kal Gopéwy,
CUUTEPINAUPBOAVOUEVWY TWV TIPOCWPLVWV CUUTPAEEWY ETIXELPNOEWY,
ErutAéov to Sikailwpa ocuppetoxng unoyndiwv kabopiletal anod ta opll{opeva oto apbpo 25 tou
N. 4412/2016.

MNna toug umoPndLoug oLkovouLKoUG Gopeic UTO popdr EVWOEWY 1 TMPOCWPLVWY cuumnpdtewy, dev amatteital autol va
nieptBANBoUV cuykekpLUévn VOULK popdn, yio thv umofolr mpoodopdg (dpbpo 19 map. 2, N. 4412/2016).

Edooov Ouwg n avabeon tng ovpPoong yivel oe évwon 1 oUUMPOEN OLKOVOUKWY (opEéwv, aUTH UMoxpeoUTal va
neplBAnBel  ouykekplpuévn  voulky popdn, edocov n  ANPN  oplopévng  VOULKAG Hopdng elval avaykaia ylwa thv
LKOVOTIOLNTIKA €KTEAEON TNG cuuBaong (apbpo 19 map. 3, N.

4412/2016).5¢ nepintwon avdBsong thg cupPBaong otV évwon, n uBuvn autr eokohouBei uéxpl MARPoug ekTéAEONC TNG cUMBAONG
(&pBpo 19 map. 4, N. 4412/2016).
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Tomnog — Xpovog Sievépyelag - Tponog ARYPng Eyypadwv, Ateukpivicewv

éA: 9NMNA469071-30ON

TONOz YMNOBOAHZ HMEPOMHNIA HMEPOMHNIA KATAAHKTIKH HMEPOMHNIA
NPOZMOPAZ ANAPTHZHZ ENAP=HZ HMEPOMHNIA AIATQNIZMOY
2TH AIAYTEIA YNOBOAHZ YNOBOAHZ
KHAMHZ NPOIMOPQON NPOZOOPQN
INO TMHMA
TPAMMATEIA- 3/2/2021 3/2/2021 Méxpt Tt¢ 17/2/2021 (18/2/2021
MPQTOKOAO HMEPA TETAPTH nuépa TETAPTH nuépa TETAPTH |HMEPA NEMNTH
Kot wpa 14.00 .. Kot wpa 11.00 m.pu

MNpoodopég mou umoBdaAlovral HeTd Tn AREn Tou mapandvw xpovou Sev amoadpayilovral

To mAnpeg tevxog TG Staknpuéng €xel dnuooteutel oto KHMAHZ, oto Npoypappa Alavyeta

Anapaitnta SiKaoAoynTika

o) OUEA\nvec moAiteg:

1)AnGonacHA TTOWLKOU UNTPWOU £KE0CNG TOU TEAEUTALOU TPLUAVOU ATIO TO OMOLOo va TIPOKUTTEL, OTL Sev £Xouv KatadlkaoOel pe
QUETAKANTN SkaoTikr anddaon, ya KAmoLo ano ta adikipota tng map. 1 tou apbpou 73 tou N.4412/2016, yia KATIOLO OO TA
adikipota tou AyopavoulkoU Kwdika, OXeTIKO e TNV ACKNON TNG EMOYYEALATIKAG Toug Spaotnplotntag, epocov autd opiletal
otn Slaknpuén n yla KAmoLo amno ta adlkiuata tng umefaipeong, TNg andatng, tng ekBlaong, tng mhaotoypadiag, Tng YPeudopkiag,
™G dwpodokiag kat Tng SOALAC XxpewKOTLAG.

2 MiotonotnTko apuodiag SKaoTIKAG 1 SLoKNTIKAC apxng, £kdoong tou teheutaiou e€aprivou, amd To Omoio va MPOKUTITEL OTL
6ev tehoUV o€ TTWYELON KA, EMioNG, OTL dev TeAoVV oe SLadikacia KPUENG MTWXEVONG.

3) MotomownTko mou ekdideTan and apuodla Katd meplmtwaon apyr, and To Omolo VA TIPOKUTITEL OTL KATA TNV NUEPOMNVIA TNG
w¢ avw eldomoinong, elvat eviepol wg IPOog TLG UTIOXPEWCELG TOUG TTOU adopoUV TIG LodPOopPEG KOWWVLKNAG aodaliong (kUpLag kat
ETUKOUPIKNG) KAl WG TPOC TIG OPOAOYLKEG UTIOXPEWOEL; TOUG. € TEPIMTWON EYyKOTAOTAONG TOu¢ otnv aAlodamn, Ta
Skatoloyntika Twv mapandvw meputtwoswy (2) kat (3) ekdidovral pe Bacn tnv Loxlouoa vopoBeoia TG xwpag mou eival
EYKOTECTNUEVOL, Ot TNV oTola Kal eKSISETAL TO OXETLKO TLOTOTOLNTLKO.

4) MoTonmolNTKO Tou olwkelou EmpeAntnpiov, pe to omoio Ba miotomnoleital adevog n eyypodr Toug o aUTO Kol TO L6LKO
EMAYYEAUA TOUG, KATA TNV NUEPA SLEVEPYELOG TOU SLaywvLIopoU, kol adetépou OTL e€akoAouBouv va apapUEVOUV EYYEYPAUUEVOL

MEXPL TNG eMibooNG TNG WG Avw Eyypadng eldomoinong.

YeAlba
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Nepiexopeva Oakélov «Texvikn Npoodopdr

H texviki mpoodopd Ba pEmel va KAAUTITEL OAEG TLG ATIOLTHOELG KAl TLG TipodilaypadEg ou €xouv TeBel amno tnv avabétouvoa
apyn Mo ouykekplpéva, o PAKEAOG TNG TEXVIKAG Tpoodopdg Ba mpénel onwodnmote va mepAapBAveL:

‘Eyypadn SAAwon Tou CUHMETEXOVTA, e TNV ool Ba SnAwveL:
a) 6tL N mpoadopd Tou MANPOL MANPWCE TLG ATIAUTOUEVES TEXVIKEC TTpodLaypadEg Tou Staywviouou,
B) 6tL n mpoodopd Tou LoYVEL yLa SLACTNIA TOUAAXLOTOV 6 UNVEG

Ytnv Texviki mpoodopd Ba avaypadovtal ot Texvikég Mpodlaypadég.

@IARPN teEXVIKA neptypadn otnv eAAnVIKH YAwooa
Neplexopeva Pakélov «Owovopkry Mpoodopd

JTov ¢GAKEAO TNG OLKOVOULKAG Tpoodopdg Tomobeteital amapaitnta o dVo avtiypada (ek Twv omoiwv TO é€va
MPWTOTUNO Kal To deltepo pwroavtiypado), n omoia Oa MePLEXEL TA OLKOVOUIKA OTOLXEla TG Mpoodopdg, €mi mouvn
andppPng, Stapopdwuéva we eENG:

'H Owovouikry MNpoodopd cuvtdooetal pe Pdaon 1o avaypadousvo otnv mopoloa KpLthplo avabesong, cVpdwva PE TO
UTOSELY A :

'H Tiun Tou mpog pounBeta UAKoU SiveTal o€ EUPW AVA HovASa HETPNONG

TNV T mepliapBdavovtal oL UMEP TPLTwV KpaTAOEl;, wg kol kaBe GAAn emPBdapuvon, olpdwva Pe TNV Kelpevn
vopoBeoia, un oupnepthappavopévou O.M.A., ya Tnv mapddoon TOU UAIKOU OTOV TOTO KoL ME TOV TPOMO Tou
npoBAEneTal ota €yypada tng cuuBacng.

OL umép TPlTWV KPATAOELG UTIOKELVTAL OTO EKACTOTE LOXUOV QVAAOYLKO TEAOG XOPTOCHHOU KAl OTNV €M QUTOU €L0Popa UTIEP
OrA.

TEXNIKEZMPOAIATPADEZ

A. TEXNIKEZ NMPOAIATPAQEZ- DYANO ZYMMOPOQZHZ

MINAKAZ TEXNIKQN NPOAIATPAOQN

A/A MEPITPADH EAAXIZTH AMANTHZH
ANAITHZH MPOMHOEYTH

Z0oTnUA TpooTaciag TEpHAaTiKwy otaduwyv (EDR)
TEXNIKA XAPAKTHPIZTIKA

NAI

Na unootnpiletat n Aewtoupyia antivirus peE OUTOUATEC

YeAlba
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EVNUEPWOELG UTIOYPADWV

Na umootnpiletal n Suvatdtnta evNUEPWONG QMO TOTUKO

onueio NAI
Na pnv anotteitol eykatdotaon oloudnmote AAAOU AOYLOULKOU
(r.x. applicationserver) rj cuokeung oto Siktuo Tépa amod To
AOYLOULKO TEPUATIKOU oTOOUOU. NAI
Na umootnpiletal n eykatdotacn Tou AOYLOUIKOU Kol HEOW
aAAnAenidpaong (interactive) aA\d kat xwpic mapéuBacn tou
xpriotn (silent) NAI
Na umootnpiletal n €ykATAOTOON TOU AOYLOMIKOU HEOW
ouUOTNUATWY SLaxeiplong AoyLopkoU oTadbpwy NAlI
Na umootnpiletat mapdAAnAn Asttoupyio pe GAAOL QvTL-LKG
ouoThuata NAI
Na untootnpifovtal AeLTOUPYLIKA CUCTHAOTA:

e Windows 7 ) vedtepo

e (0SX10.11 kat MacOS 10.12 rj vedtepo NAI

e Redhat EL kot CentOS 6 kat 7
Na urmtootnpifovtal KIVNTEG CUOKEUEG

e Android NAI

e AppleiPhone (i0OS)
Na mapéxetal emhoyn yla Thv opatdtnta g Attoupylag Kat
TWV UNVUPATWY 0TO Xprotn A oxt NAI
Na amokAsiovtal Siepyacieg mou mapouctdlouv KokOBouln
oupumnepidopd NAI
Ta apyela mou mapouoldlouv KakoBouAn ocupmepidopd va
TiBevtal og Kapavtiva NAI
Na urtdpyel Suvatdtnta emavadpopdc ano Kapavtiva NAI
Na umdpyxet OSuvardtnta oautopatng OSlaypadng amod Tnv
Kapavtiva PeTd amd éva Sidotnua Siatipnon. Na avadepbei
10 SLdoTNUA QUTO. NAI
Na Ttepuartifovrol autopata Slepyocie¢ mou mapouactdlouv
KakOBouAn cuumnepidpopa NAI
Na umapyet Suvatdtnta Snuloupylog MOATIKWY ava OpASEC
TEPUOTIKWV NAI
Na unootnpiletal otatik (static) availuvon kat avaiuon
oupumnepldopadg (behavioral) NAI
Na umootnpiletal avdluon o€ UMONMTA TEPHUATIKA ME
Suvartotnta:

e AkolouBia cupBavtiwv kol pe Suvatdtnta eAéyxou NAI

XPOVIKAG OELpAg 6mou Ba sival SuvatA n mopouoiaon

ZeAiba
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OVOMOTOG TEPUOTIKOU oTaBuoUu, ovopatog xpnotn, IP
SlevBuvong, epappoyng r Stepyaciog

Na eival aueoa Sltabéoa otoleia akohoubiag cuppaviwy >=30 nuépeg
Na mapéxetal Suvatotnta LyvnAAtnong KakoBouAou AoyLopLIKoU
KOl VO TIOPEXETAL OTtTIKomotnpéva (.. ypadog r Staypoppa)
TAnpodopia yla ta:

e Inuelo mapeiodppnong

e To otolxeio mou poAUVONnKe apxkd (patientzero) NAI

e Huébobog napeiodpnong
Na umdpyel Texvikn evtomiopol mohupopdikwy malware NAI
Na untdpxet Suvatdtnta evromiopou file-lessattacks NAI
Na urtdpyet SuvatdtnTa AEYXOU AMEIAWVY OO TEPUATIKA XWPIg
€yKaTEOTNUEVO TpdKTopa (agent) Embupuntod
Na ylvetal XprAion TEXVIKWY MNXAVIKAG HABnong yw Tov
EVTOTULOMO KOKOBOUAOU AOYLOULKOU NAI
Na umdpyxet Aettoupyla  emavalohdynong amnoddcewv
(meputtwoelg falsepositive / falsenegative) xwpic va amatteitat
enavéAeyxog Tou Tekunpiou (apxeiou, Siepyaaciag, K.AT.) NAI
Na unootnpiletal n xprion 10C (IndicatorsofCompromise) kat n
Suvatdtnta eLoaywyng VEWVY LLE XPron QVOLKTWY TPOTUTIWV NAI
Na avadepbei to mpotumo neplypadng twy artifacts NAI
Na unootnpiletal meplypadn e OpenlOC Embupnto
Na evtomilovtal TekuApLa e XoUnAo pubuod epdaviong NAI
Na evtomnifovtal kot avadEpovtal EUTIAOELEG OE EYKATECTNEVO
AOYLOULKO NAI
Na umnootnpiletat Suvapikry avaluon oupmnepldopdg Kal va
TLAPEXETAL AVAAUTIKN avadopd amOTEAECUATWY NAI
H Abon va mepthapBavel ta anapaitnta sandbox NAI
Na umdpxelt n &uvatotnta oto Slaxelplot va UToBAAeL
TEKUNAPLA YLa avaAuon. NAI
Na evromilovtal kal va amokAeiovtal cuvbéoelg tumou CnC
(CommandandControl) NAI
Na evtomilovtat edapupoyég TUMou dropper WOTE va
amnokAeietal n dieiobuon maliciouspayload. NAI
No mopéxetal n Suvatotnta OMOKAELOHOU TOU TEPUATLKOU
otabuou NAI
Na umdpyxet Suvatdtnta efapéoswv ot eminedo P Kkat
unnpeotwv DNS kat DHCP og mepintwon amokAEoHoU NAI

ZeAiba
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Na umtdpyet Suvatdtnta avalitnong

NAI

Na mapéxetat n 6Suvatrdtnta Onuloupyiag efalpécewv yla
apxela, Siepyaoieg, Stadpopég (path), dteuBivoelg IP

NAI

Na mapéxetat n SuvaTOTNTO AUTOUATOTOLNUEVWY EVEPYELWV OE
oTaBpoUC OTNV MEPIMTWON EVTOTLOUOU AMEAWY, OTIWG:

e  AmootolAn Selypdtwy yla avaluon
e Metakivnon o dtadopetikn opdda
®  AMOKAELOUOG oTtaBpol

NAI

H AUon mapéxetal pe pnviaia xpéwon kot n AvaBétouoa Apxn
pmopet va mpooBEteL i adatpel adeleg katd BouAnon xwpig
S8éopevon ehdaxlotou i péylotou aptbpou.

NAI

Agv UTIAPXEL EAAXLOTOG APLOUOG ATIOLTOUEVWY OSELWV.

NAI

H xpéwon adswwv Ba yivetal ava teppatikod (workstation,
server, mobiledevice) ave§aptitwg xpnotwv.

(Xpéwon yia 200 ddeLeg)

NAI

O Avadoxog Ba mapéxeL AMOUAKPUCHEVN UTIOCTAPLEN TNG
unnpeoiag EDR xwpig emumpocBetn xpéwon

NAI

H Slaxeiplon va yivetatl pe xprion webbrowser

NAI

Na urnootnpiletal auBevtikomoinon moAAQAMAWY TAPAyOVTWY
(MFA) yLa tn oUvéeaon tou Slaxelploth

NAI

H nipooBaon pe to meptBaAiov Staxeiplong e Oa amartei
oUVEEON LE OTIOLOSATIOTE TPOTIO OTO E£TALPLKO SikTuo.

NAI

H mpootacio Twv TEPUATIKWY 0TO GUVOAO TNG KaL N EVNUEPWON
AoylopikoU Ba sival evepyr) evtog 1 eKTOG Tou SLKTUOU Tou
opyaviopoU Kat 6 Ba anattel cuvdeon o auTo.

NAI

H Abon va mapéxet API

NAI

EMTYHZH - YNHPEZIEZ

O avadoyog Ba npémnel va eival oe B€on va mpoodEpeL TNV
UTiNpPECia oav pnviaia untnpeoio Pe To LOVTEAO GUVSPOUNTIKAG
a6£1060TNONG TOU KATAOKEUAOTH.

NAI

B. KATAZKEYAZTEZ/MPOIONTA NOY OA YMNOXTHPIZONTAI

- Networking (routers, switches)
- Wireless & Mobility (access points & controllers)
- Security (firewalls, security services)

YeAiba

JuotAuata — e§onAlopdg tng Cisco mou mepAapuBAvovTal oTIC TOPAKATW KATNYOpPLeEG TPolovTwy:
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- Collaboration (Unified communications Manager, Unified Contact Center Express, TelePresence/video
conferencing)
- Data Center - Unified Computing (rack-mounted & blade servers, UCS infrastructure, Data Center Switching)
e  NOYLOMKA Ttpoiovta twv VMware kot Veeam
e Juotnuarta — e§onALopog tng HPE ou neplAapfavouv:
- Data Center - Unified Computing (rack-mounted & blade servers, Network storage)

Opol TG npockAnong
Xpnpoatodotnon tng ovpupaong  Dopéag xpnpnatodotnong tng mapovoag cuUBaong eival to Mevikd Noookopeio
OAQPINAL » .
H damavn ywa thv ev Adyw cUpBacn Oa PBaplvel tn OXETKA Tiotwon tou mpoimoloyiopol Ttou Dopéa (K.A.E. :

............ 7123.01...).

1. Zuvomntiki Nepypadn puotkol Kol OLKOVOULKOU QVTLKELUEVOU THG cUMBAONG

Avtikeipevo tng oupBaong eivat n MPOMHGOEIA KAl EFTKATAZTAZH MPOrPAMMATOZ NMPOZTAZIAZ KAl KATANOAEMHZHZ IQN (200
AAEIEZ antivirus) TOY MAHPO®OPIAKOY YZTHMATOZ TOY I.N. DAQPINAZ .

'H cUpBaon Oa oxvel yia ENA ETOZ and tnv unoypadn tng e dikaiwpa napdtoong yia 3 HRVES .

2. EIAIKOI OPOI EKTEAEZHZ Eyyunoelg ( cUMUETOXNG - KAANG EKTEAEONG)

EITYHZH ZYMMETOXHZ AEN ANAITEITAI
EyyUnon KaAAg ektéAeong

Mo tnv umoypadn tg oclpBacng aratteital n apoxr eyyvnong kaAng ektéAeong, cuudwva pe to apbpo 72 map. 1 B) Tou v.
4412/2016, to UOC TNC OMoiag AVEPXETAL O TTOG0OTO 5% emi tng aiag tng cupPaong, ektog OMA, ko KatatiOstal mpw 1 Kot
v unoypadn tng cpBaong. Katd ta Aond we mpog o,TL adopd TI¢ EYYUAROELG LoxUouv ta avadepousva oto dpbpo 72
v.4412/2016

Ztnv nepintwon nou n agia tng cupPaocng nov Ba pokUYPEL ival HIKPOTEPN 1 Lon Twv 2.500,00€ ektog DA, Sev anatteital n
Tapoxr yyunong KaAng eKTtéAeong.

H gyyUnon KaANG eKTEAECNC, TIPOKELUEVOU VA YIVEL AOSEKTH , TIPETEL va TtepAaBAvEL Kat' EAAXLOTOV Ta avopePOUEVA OTNV
napaypado 2.1.5. otolxela tn¢ mapoloag Kal EMUTAEOV TOV apLBUO Kal ToV TITAO TNG OXETIKAG oUUBAONG. To EPLEXOUEVO TNG Elval
olUdWVo pe To UTOSeLypa Ttou TeptAapBavetal ato otnv urt ap 29/2019 mpookAnong, Kat ta opl{dpeva oto dpbpo 72 tou v.
4412/2016.

H eyyUnon kaAng ektéAeonc tng oUUBAONC KAAUTITEL GUVOALKA Kol XwPLg SLakpioelg TNV edpapuoyn OAwV Twv 6pwv Th¢ cuupaong
Kal kaBe amaitnon tng avabétouvoag apxng EvVavil Tou avadoyou.

Y€ meplntwon Tpomnomnoinong Tng cuUPBacnG Katd Thv mapaypado 4.5, n onola cuvendyetal avénon tng cupBaTIkAG agiag, o
ovadoxog elval UTTOXPEWHEVOC Va KATABECEL TIPLV TNV TPOTOMOLNGN, CUUMANPWHATIKY gyyUunon to U og TNG omolag aVEPXETAL O
TIOO00TO 5% €Ml TOU TOGOU TNG avgnong, ektog OMA.

H eyyUnon KaANG eKTEAECNC KATATIMTEL O MEPLMTTWON TAPAPACNG TWV OPpWV TNG cUUPBACNC, OTIWG AUTH eL8IKOTEPA OpilEL.

YeAlba
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H gyy0non KaAnG eKTEAECNC EMLOTPEPETAL OTO GUVOAO TNG UETA TNV OPLOTIKI) TTOCOTLKH KAL TTOLOTIKH TtapaAafr) TOU QVTIKELUEVOU
™G olpPacnG. EGv oTo MPWTOKOANO OPLOTIKAG TTOLOTLKAG KOL TTOCOTLKA G TapaAaBrg avadEpovTal mapatnproeLS 1 UTTAPXEL
eknpo6Beoun mapadoaon, N EMLOTPOPH TWV W AVW EYYUNOEWV YIVETOL LETA TNV AVTLUETWTILON TWV TIAPATNPHOEWY KAL TOU
EKTPOBEDTHOU.

3.ZupBatiko NAaioto - Epappootéa Nopobeoia

Katd tnv ektéAeon tng cuuBacong epapudlovral ol Statdgelg tou v. 4412/2016, oL 6pol tn¢ tapoloag SlakApuéng Kat
CUUTANPWHATIKA 0 ACTIKOG KwELKag.

4. Tpomomnoinon cUUPBACNG KATA TN SLAPKELA TNG

H cUupBoaon umopei va tpomomoteitat katd tn SLapKeLd TG, Xwplc va amatteital véa Stadikacia cuvang cupBacng, névo
oUpdwVa HE TOUG OPOUG Kal TLG TipoUnoBéoelg Tou dpbpou 132 tou v. 4412/2016 kat Katdmy yvwpoddtnong tou apuodiou
opyavou.

OmoladAMOTE OUWGE TPOTOMOLNoN TWV OPWV TNG mapoloag cuUBacng Suvartal va yivel uovo eyypddw kot Ba umoypddetat kot
arnd toug 600 GUUPBAAAOEVOUG, LETA ATIO YVWHOSOTNGN TOU aplodiou opydvou, amokAELOEVNG pNTA ontolacbnmote
Tpomnonoinong Ke mpodopikn cupdwvia.

Awaiwpo povopepolg Abong tng cuBaong

H avabétouoa apyn pumopet, pe TG mpoinoBéaelg mou opilouv ot Keipeveg Slatagelg, va katayyeilel Tn cOPBacn KATA TN
SLApPKELA TNG EKTEAEONG TNG, EDOCOV:

a) n oUpPBaon £xel umtooTel ouoLwN Tpomomoinon, KAtd TNV évvola Tn map. 4 Tou dpBpou 132 tou v. 4412/2016, mou Ba
amnattoloe véa Stadikaoia cuvang cuppacng

B) o avadoxog, Katd To xpovo NG avabeong tTng cUUPBaoNG, TEAOUOE OE [ Ao TIG KATAOTAOELG TTOU avadEpovTal oTtnv
napaypado 2.2.3.1 kal, we ek touTou, Ba £Mpeme va €xel amokAeloTel and tn Stadikacio cuvadng tng cuuPaocng,

y) n oUpPaocn Sev énpemne va avatebel atov avadoyxo Aoyw cofapr mapaplaong Twy UTIOXPEWCEWV TIOU UTIEXEL ATTO TLG ZUVONKEG
kat tnv Odnyia 2014/24/EE, n onoia £xeL avayvwplotel pe anddaon tou Atkaotnpiov tn¢ Evwong oto mAaiolo Stadkaciog
Suvapel tou dpBpou 258 tng ZAEE.

5. EIAIKOI OPOI EKTEAEZHZ THZ ZYMBAZHZ

5.1 Tpomnog nANPwWHNG

5.1.1. H nrAnpwpr Tou avadoyou Ba npaypatonoln0si e Tov nio Katw Tpomo kKot cUppwva pe TV oxovoo vopobeoia .

5.1.2 Ol mAnpwHEG Ba yivovTal pe TV MPOCKOULON TWV VoUWV TApaoTOTIKWY KOl SLKALoAOyNTIKWVY Ttou TipoBAEmovTal amd Tig
Loxvouoseg Statagelc (map. 4, apBOpou 200 v.4412/16) kaBwg Kat kaBe dAAou SikatoAoynTtikol Ttou TuXov Bele {ntnBel amod Tig
0pUOSLEG UTNPEDiEG TTOU SlevepyoUv ToV EAeyX0 Kol TNV MANPWHN Yo Aoyaplacuo tng Avabétouaag Apxng.

5.1.3. Ztnv apolPr tou avadoyou, mepA\apBAavovTal oL UTIEP TPITWY VOULLEG KPOTHOELG, WG Kol KABs AAAN

Tov Avadoxo Boapuvouv oL UTEp TPITWV KPATNOEL;, WG Kol KABe AAAn emiBdpuvon, cUUPwWvVa UE TNV Kelpevn vouoBeaoia, un
ocuuneptlapfavopévou @.M.A., yla TNV Mapddoon Tou UALKOU OTOV TOTIO KOl HE TOV TPOTO Tou TpoPAEneTal ota €yypada Tng

oUpBaong. 1I6iwg Bapuvetal He TIC aKOAOUBECG KPATNOELG:

a) Noocooto 2% emi tou THoAoyiou Tng cupPaong LeTa Thv adaipeon tou @.M.A. kot kdBe AANOU TOCOU MAPAKPATOU LEVOU UTIEP
tpitwy, cludwva pe Ty apld. AYea/r.M./owk. 36932/17-3-2009 K.Y.A. oe edapuoyn tov apbpou 3 tou N. 3580/2007

B) Kpatnon 0,06% n omotia umoAoyiletal ent Tng aflag KAOE MANPWHNAG PO GOPWV KAl KPOTHOEWVY TNG APXLIKAG, KABwg Kot KaOe
CUUMANPWHATIKAC cUpBaong Yiép tng Eviaiag Avegdptntng Apxng Anuooiwv SupuBdoswv emPdrietal (dpOpo 4 N.4013/2011

YeAlba
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OTWG LOYVEL)

y) Kpatnon Uyoug 0,02% umép tou Anuooiou, n omoia urmoloyiletat emi tng aflag, ektdg OMA, TNG apxIKAG, KaBwWwE Kal KABe
CUUMANPWHATIKAG cUpBaonc. To mocd autod mapakpateital o KABe MAnpw ard tv avabétouvoa apyr oTo OVopa Kol yla
Aoyaplaopd tng levikng AtevBuvong Anpooiwv Zuppdcswv kat MNpounBewwv cOudwva pe tv map. 6 tou dpbpou 36 ToOU V.
4412/2016

8) Kpatnon 0,06% n omoia umoAoyiletal emni tng aflag kKABe MANPWUNAG PO PGOPWV KaL KAL KPATAHOEWV TNG APXLIKAG KABwG Kal KABe
CUUTANPWHATIKAC cUPBacng utép Tng Apxn¢ E€€taong Mpodikaotikwv Mpooduywv (apbpo 350 map. 3 tou v. 4412/2016..

OL UTIEp TPITWV KPATNOELG UTIOKELVTAL OTO EKAOTOTE LOXUOV aVaAOYLKO TEAOG XapTOOaoU 3% Kal otnVv €’ autou elobopd UTEP
OTA 20%.

Me kd0g mAnpwun Oa yiveton n tpoPAEnOpEVN Ao TV Keipevn vopuoBeoia mapakpdatnon ¢opou eloodnpatog afiag 4% emni
TOoU KaBapou mooou.

Y€ neplnMTwWon TPOMonoinong Twv SLatdéewv TN Keipuevng vopoBeoiag mepl vOULUWY Kpatroswv f/kat dopou £Ll0o8AUATOC )
omoladnmote AAAn tpomomnoinon/cupnAnpwaon Ttuxov Slatdtewy, ot dpol tng dlaknpuéng kabwe kat TG cUUPACNC TTOU TIPOKELTOL
va utoypadel pe tov avadoyo, cuppopdwvovTaL UE TIG VEEG SLOTALELG.

'O\ Ta TIHAMATA THG Tapouoag cUUPBaAcNG (CUVOALKA Kat TLUEG povadog xwpig DMNA), mapapévouv otabepd kat SV UTIOKELVTAL O
kaplo avaBewpnon  avénon £wg tn cUUPATIKY NUEPOUNVia OAOKAPWaONG TNG Tpoun BeLag.

5.1.4 Ta SikatoAoyntikd iou amnattovvrol eivat Kat’' eAdyLotov ta §KG:
1.MpwWTOKOAAO OPLOTIKIG TTOCOTLKNG KOLL TIOLOTIKA G tapaAa B¢ ) og meplmtwon autodikatng mapaAapng, anoSeLKTIKO MPOOKOULONG

Tou UAKOU otnv amoBnkn, cuudwva pe to dpbpo 208 tou N. 4412/2016.

2. AToSELKTIKO LYWy G TwV el8WV TNV anmobnkn Tou dopEa.

3. TypoAdyLo Tou avadoxou LG TpLTAouV

4. MotomonTika popoloyLkn g Kot aoGAALOTLKNG EVNUEPOTNTAG CUMDWVA LIE TIG KELUEVEG SLOTALELG

MNépav Twv avwtépw Sikatoloyntikwy Suvatal va {nteitat kot omolodrmote dANo SikaloAoyntiko, epdoov mpoPAEmeTaL oTnV
kelpevn vouoBeoia.

Je mepimtwon mou n €€opAnon Twv TIHoAoylwv yivel UETA TNV To mavw Tpobeopia, To NoookoueiokaBiotatot
urtepfinepo, oUpdwva pe T Statdfelg tou N. 4152 «Emeiyovta pétpa sdappoyrc Twy vopwv4046/2012, 4093/2012 kat
4127/2013» IMEK 107/9-5-2013) mapay. Z5 «YNAAAATEZ METAZY ENIXEIPHZEQNKAI AHMOZIQN APXQN».H mpoBeopia
TIANPWHAG OVOOTEANETAL ) KOTA TO XPOVIKO Stdotnpa 1ou pecoAaPel amod TNV amooToAr TOUCKETIKOU XPNUOTIKOU EVTAAUATOG
TIANPWHUNG OToV appodlo Emitpomo tou EAsyktikoU Zuvedplou kal péxpL T Bewpnon autou, B) Katd TO XPOVIKO Slactnua
TUXOV OKAOTIKWV 1 e€wOIKWY Sleveé€ewv petafl tou Noookopeiou kat Tou Avadoxo, mou adopoUv OTnV EKTEAECN TNG
ocbuBaong, KaBWE Kol y) OTIG AOLTMEC TIEPUTTWOELG TIOU avad£povtol oTo OXETLKO GpBpo tou N. 4412/2016. Emiong, dgv
TIPOCKETPATOL O XPOVOG KABUOTEPNONG TNG TANPWHNAG, TIOU OdeIAETOL O UTALTIOTNTA TOU TAPOXOU [N €yKaipn
umofoAn Twv avaykaiwv SlkatoAoynTkwy K.A.TL.).

5.1.5 . Tov Avddoxo BapUvouv OAEG TG VOULULEG KPATAOELG KOt cUpdwva HE TNV LoxUouoo vopoBeoia
O ®opog MpootiBepevng Alag 1D.M.A.) emti tng aglog Twv TLpoloyiwy Bapuvel Tnv Avabstouoa Apxn.

5.2  KApuén owkovouikol popéa ekntwtouv - Kupwoelg

5.2.1. O avadoxog knpUOOETAL UTIOXPEWTLKA EKTITWTOG ATO TN cUMPBACN Kol amo KABe SIKalwa TTou AmoppEEL Ao AUTAVY, UE
anodaon NG avabétouoag apxng, Votepa anod yvwuodotnaon tou apuddlou opyavou, epocov Sev dopTwaoel, mapadwoeL )
OVTLKATOOTHOEL TA CUMPBATIKA UALKA 1) 6EV EMLOKEVACEL 1] GUVTNPNOEL AUTA LECO OTOV GUHPBATLKO XPOVO I GTOV XpOVOo IMapdTtacng
mou tou 800¢i, cuudwva pe 6ca poPAEnovTal oto dpBpo 206 Tou v. 4412/2016 kal TI§ apaypddoug 6.1 Kat 6.2 TG apolcag

Aev KNPUOOETAL EKMTTWTOG OTOV:

YeAlba
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a) To UALKO Sev dpoptwOel ) mapadobei ) avtikataotabel pe euBUVN Tou dopéa mou ekteAel TN cUUPAON.
B) cuvtpéxouv Adyol avwtépag Biag

2TOV OLKOVOULKO Popéa TTOU KNpUOOETAL EKTTTWTOC Ao TV cUBaon, emBarlovtal, Pe anodaaon Tou anodpalvoEVOU Opyavou,
votepa amo yvwuoddtnon Tou appodiou opydvou, To omoio UTIOXPEWTLKA KaAEL Tov avadoxo Tpog mapoxf eEnynoswy,
06poLoTIKA, OL TTOPOKATW KUPWOELG:

a) OALKN) KATATTWON TNG £yyUNoNng KAANG EKTEAEONG TG cUBAONG,

ErutAéov pmopel va erPAnOei o mpoPAemopevog amd to dpbpo 74 tou v. 4412/2016 amokAELOUOG TOU avadoxou amo T
CGUUETOXN TOU og Sladilkaoieg Snuociwyv cupBAcEwWV.

5.2.2. Av 1o UAKO doptwBel - mapadoBei f avtikataotabel petd tn ARén tou cuppatikol xpdvou Kat LéxpL AEng Tou xpovou tng
mapdtacng ou xopnyndnke, cuudwva pe to apBpo 206 tou N.4412/16, emiBANETAL TPOOTIHO 5% £Tti TNG cUUPATIKAG agiag TG
TOOOTNTAG OV TtapadoOnke ekmpobeoua.

To mapandvw nPooTLLo urtoAoyiletal emi tnG cupPatikig afiog Twy ekmpdBeoua napadobéviwy UALKWY, xwpic OMA. Eav ta
UALKA Tou Ttapado0nkav ekmpoBeopa emnpedlouv Tn XPNOLUOToinon Twv UALKWY mou rtapadobnkav eunpobeoua, To MPOoTLUO
umoAoyiletal emi tng cupBatikAg afiog TNG CUVOALIKAG TOCOTNTOC AUTWV.

Katd tov umtoAoylopd tou xpovikol SlaoTiuatog tTne Kabuotépnong yia ¢opTwon- mapadoaon 1 avTlKoTAoTAoN TWV UALKWY, UE
anddaon Tou anodalvopévou opyavou, LOTEPA Ao YVWOS0TNoN Tou apuodiou opydvou, Sev AapBavetal umtdyn o xpovog ou
napnABe mépav tou eVAoyou, Katd ta Stddopa otadla Twv SladlkaoLwy, yla To onoio gv euBUveTaL 0 avadoxog Kot
TAPATELVETAL, avVTioTOLA, 0 XpOVoG doOpTWwaonG - mapddoaonc.

Edboov o avadoxog £xel AaPeL mpokataBoAn, eKTOg amd To MTPOPAENOUEVO KATA TA AVWTEPW TPAOTLUO, KaTaAoyiletal o BApog
TOU Kol TOKOG €7t TOU ToooU TG tpokaTaBoArg, mou urtoAoyiletal amnd Tnv emopevn TG ANENG Tou cuppatikol xpdvou, HéxpL TNV
T(POOKOLON TOU CUMBATIKOU UALKOU, LE TO LoXUOV KABe Gpopd avwTaTo OPLO TOU TOCOOTOU TOU TOKOU UTtepnueplac. [n mepintwon
auTH cupTAnpwvetal ehOcov TPOBAETIETAL n XOpryNon pokataBoAng].

H elompaén Tou MPOOTIUOU KL TwV TOKWV ETTL TNE TPOKATABOANG YIVETAL PUE TAPAKPATNGCN ATt TO OGO MANPWUAG TOU avadoxou
1, O€ MepMTWOon avenAapKeLag 1 EAAelNG AUTOU, [E LOOTIOOT KATAMTWON TG £YYUNoNG KOANG EKTEAEGNG Kol TPOKATABOANG
avtiotowa, epocov o avadoxog ev KaTaBECEL TO AMALTOU LEVO TTOCO.

Y& MepINTWon €vwong OLKOVOULKWY GopEwV, TO TPOOTLUO KOl oL TOKOL eTBailovtat avaloywc o OAa ta LEAN TNG EVwon .

5.3  AlolkNTKEG MPOodUYEG KaTd T Stadikaoio eKTEAEONG TWV CUUBACEWY

O avadoxog pmopet katd tTwv anodpacewyv nou entBarlouv o BAPOG TOU KUPWOELS, SUVAUEL TWV OpwV TwV ApBpwv 5.2 (Knpuén
OLKOVOULKOU dopéa ekTwTOoU - Kupwoelg), 6.1. (Xpovog mapadoong UAkwv), 6.4. (Anoppudn cUUBATIKWY UAKWVY —
QVTLKATAOTACN), LECA O€ AVATPETTLKN poBeouia Tplavta (30) nUepwWY amo tv nuepounvia mou éAaBe yvwaon TG OXETIKAG
anodaonc. Ent tng npooduyng, anodacilel to appodio anodalvopevo opyavo, UoTEPA anod yvwpodotnon tou tpoBAenOUevoU
otnv nepintwon B’ tng mapaypddou 11 tou dpbpou 221 tou v. 4412/2016 opydvou.

H ev Aoyw amnodaon Sev emidéxetal mpocsBoAn pe GAAn omolacdnmote pucews SLoLKNTIKA Tipooduyn.

6.1 Xpovog IZXYElI THZ ZYMBAZHZ

'H obpBacn Ba oyVel ywa éva ETOZ AMO THN umoypadr g pe Sikalwpa 3 HAVeG mapdtacng

7 AnoppuPn CUMBATIKWY UALKWV — AVTLKATAOTOON

7.1 3e meplmtwon opLOTIKAG AmoppuPng oOAGKANPNG I LEPOUG TNG CUMPBATLKAC TTOCOTNTAG TWV UALKWY, LE amodacn Tou
anodalvopEVOU 0pyAvou UOTEPA Ao yVwUoS0TNoN ToU appodLlou opyavou, UMopEL va eyKpLVETAL AVTLIKOTAOTAON TNG UE AAAN,
Tou va gival cuPdwvVN HE Toug 0pou¢ TNG cUUPAONG, LECA OE TAKTH PoBeaplia ov opiletal anod tnv anodacn avth.

YeAlba
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7.2Av n aQVTIKATAOTAON YiveTal HeTd TN AREN Tou cuppatikol xpovou, n mpoBeopia mou opiletal yla TV avilkataotaon Sev
umopel va eival peyalitepn tou 1/2 tou cuvolikol cupPatikol xpovou, o 6 avadoxog Bewpeital wg ekmpoOBecpOC Kal
UTTOKELTOL O€ KUPWOELG AOYWw eKMpoBeopng napadoonc.

Av 0 avadoxog Sev avTIKATOOTAOEL Ta UAIKA Ttou amoppidBnkav péoa otnv mpobeopia mou Tou taxdnke Kal epocov £xeL
AA€el 0 cUPPATIKOG XPOVOC, KNPUOOETAL EKTTTWTOC KOL UTIOKELTAL OTLG TIPOPAEMOUEVEG KUPWOELG.

7.3 . H euotpodn Twv uAkwv 1tou anoppidBnkav yivetal cupdwva pe ta npoBAendpeva otig map. 2 kat 3 tou apbpou 213
tou v. 4412/2016.

8. Opol ektéAeong TG cuPBaong

Katd tnv ektéAeon tg ocuUBaong o avadoxog Ba TPEMEL va THPEL TIG UTIOXPEWOELG OTOUG TOWELS TOU TteptBaAlovtikol,
KOWWVLKOAoPAALOTIKOU Kal EPyaTLKoU Sikaiou, mou éxouv Beomiotel pe to Sikato tngEvwon to Sikalo, CUANOYLKEG CUUBACELG
) 61ebveic Slatdatelg meptariovtikol, kKolvwvikoaohaAloTikoU Kat epyatikol Sikalo, oL onoieg amaplBuolvrtal oto Mapdptnua X
tou Npooaptrpatog A tou v. 4412/2016.

H tipnon twv ev AOyw UTIOXPEWOCEWY ATIO TOV AVAS0X0 KAl ToUG UTIEPYOAABOUG Tou eAEyxeTal Kal BeBalwVveTal amo ta opyava
ToU eMLBAETIOUV TNV EKTEAEON TNG oUUPBAONG KL TIC APUOSLEC SNUOOLEG APXEG KAL UTINPECIEG TTOU EVEPYOUV EVTOG TWV 0plwv TNG
guBULVNG KaL TNG OPHOBLOTNTAG TOUG.

NAPAPTHMATA

NAPAPTHMA - AvaAutiki Neptypadn Pucikol Kat OLKOVOLKOU AVTLKELHEVOU TG ZUMBaONG

A. TEXNIKEZ NMPOAIATPA®EZ

MINAKAZ TEXNIKQN MPOAIATPAOON

A/A MEPITPADH EAAXIZTH AMANTHZH
ANAITHZH MPOMHOEYTH

Z0otnua npootaciag teppatikwy otadpwyv (EDR)
TEXNIKA XAPAKTHPIZTIKA

Na umootnpiletat n Asltoupyia antivirus pHE QUTOUOTES
EVNUEPWOELG UTtoypadwV NAI

Na umootnpiletal n Suvatdtnta EvNUEPWONG QMO TOTUKO
onueio NAI

Na pnv amnatteitol eykatdotacn oloudnmote GAAOU AOYLOULIKOU
(m.x. applicationserver) 1 ouokeung oto &iktuo mMépa amd to
AOYLOWULKO TepUATIKOU oTaBuoU. NAI

No umootnpiletal n €yKATAOTOON TOU AOYLOUIKOU KOl HECW
oAMnAenidpaong (interactive) aA\d kol xwpic mapéuBacn tou
xpnotn (silent) NAI

YeAlba
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Na umootnpiletal n €ykATAoTOON TOU AOYLOMIKOU HEOW
oUOTNUATWY SLaxeiplong AoyLopLkoU oTadbpwy NAI
Na unootnpiletalr mapdAAnAn Asttoupyia Pe GAAQ QVTL-LKA
ouoThuaTa NAlI
Na unootnpifovtal AeLTOUPYLKA CUCTALOTAL:
e Windows 7 ] vedtepo
e (0SX10.11 kat MacOS 10.12 rj vedtepo NAI
e Redhat EL kat CentOS 6 kat 7
Na urmootnpifovtal KIVNTEG CUOKEUEG
e Android NAlI
e AppleiPhone (iOS)
Na mapéxetal emhoyn yla tThv opatdtnta g Aettoupylag Kat
TWV UNVUUATWY 0TO Xprotn A oxL NAI
Na amokAsiovtal Siepyacie¢ mou mapouctdlouv KoKOBoUAn
oupumnepidopd NAI
Ta apyeia mou mapouotdlouv KakoBouhn ocupmepidbopd va
TiBevtal og Kapavtiva NAI
Na urtdpyel Suvatdtnta emavadpopdc ano Kapavtiva NAI
Na umdpyxet OSuvatdtnta autopatng Siaypadnc amdé v
Kapavtiva PeTa amo éva Staotnua diatripnong. Na avadepbel
1o SLAoTNUA QUTO. NAI
Na Ttepuatifovtat auvtopata Slepyaocieq mou mapouctalouv
KakOBouAn cupumnepidopa NAI
Na umdpxet Suvatdtnta dnuoupyiag MOATIKWY avd OUAdEeg
TEPUATIKWV NAI
Na unootnpiletalt otatikf (static) avaluvon kat avaiuon
oupumnepidopadg (behavioral) NAI
Na umootnpiletal avdluon o€ UMOMTA TEPHATIKA HE
Suvartotnta:
e AkolouBio cupBavtwv kot pe Suvatdtnta eAéyxou
XPOVIKNAG OELpAg omou Ba eival Suvath n moapouoiaon
OVOMOTOC TEPUATIKOU oTtabuou, ovopatog xpnotn, IP NAI
SlevBuvong, epapuoyng n Stepyaociag
Na eival aueoa Sltabéoa otoleia akohoubiag cuppaviwy >=30 nNUEPEG
Na mapéxetal Suvatotnta LYvnAAtnong KakoBouAou AoyLopLIKOU
KOL VO TIAPEXETOL OTTIKOTotNuEvVa (.. ypadog n diaypauua)
mAnpodopia yla ta:
e JInueio mapeioppnong
e To otolxeio mou HoAUVONnKe apxkd (patientzero) NAI
e H uébobog napeiodpnong
Na uTtapyeL TEXVIKN evtomiopol moAupopdLlkwy malware NAI

ZeAiba
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Na urtdpyel Suvatdtnta evromiopou file-lessattacks NAI
Na urtdpyet SuvatdtnTa eAEyXoU amelAwy amd TEPUATIKA Xwpig
€yKaTEOTNUEVO TpdKTopa (agent) Embuunto
Na ylvetal Xprion TEXVIKWV MNXOVIKAG HABnong yu Tov
EVTOTUOMO KOKOBOUAOU AOYLOMLKOU NAlI
Na umdpyxet Aettoupyla  emavalohdynong anoddcewv
(meputtwoelg falsepositive / falsenegative) xwpic va amatteital
emavéAeyxog Tou Tekunpiou (apxeiou, diepyaaciag, K.AT.) NAI
Na unootnpiletal n xprion 10C (IndicatorsofCompromise) kat n
Suvatdtnta eLoaywyng VEWV LE XPron OVOLKTWY TPOTUTIWV NAI
Na avadepbei to mpotumo neplypadng twy artifacts NAI
Na unootnpiletal mepypadn e OpenlOC Embupnto
Na gvtomilovtal TEKUAPLA PE XAUNAO pUBUO eudaviong NAI
Na evtomnifovtal kot avadépovial eUTAOELEG OE EYKATECTNEVO
AOYLOULKO NAI
Na umnootnpiletat Suvapikry avaluon oupmnepldopdg Kal va
TLAPEXETAL AVAAUTIKN avadopd AMOTEAECUATWY NAI
H Auon va meplhapPfavel ta anapaitnta sandbox NAI
Na umdpxet n &duvatotnta oto OSlaxelpLoT) va UTIOBAAEL
TEKUNAPLA YLa avaAuon. NAI
Na evtomilovtal kalL va amokAeiovtal cuvdéoelg tomou CnC
(CommandandControl) NAI
Na evtomilovtat edapupoyég tumou dropper WoTeE va
anokAeietal n Sieiobuon maliciouspayload. NAI
Na mapéxetat n SuvotdtnTta QMOKAELCHOU TOU TEPUATIKOU
otabuou NAI
Na umdpyxet OSuvatodtnta efalpéoewv ot eminedo P Kkalt
uninpeotwv DNS kat DHCP og mepinmtwon anmokKAEGHOU NAI
Na unapyet Suvatotnta avalntnong NAI
Na mapéxetat n OSuvatotnta Snuwoupylog efalpécswv yla
apyxeia, Slepyaoieg, Stadpouéc (path), dteuBuvoelg IP NAI
No mop€xetal n SuvatoOTNTA AUTOUATONOLNUEVWY EVEPYELWY OE
oTaBpoUC oTNV MEPIMTWAN EVTOMLOUOU AMEAWY, OTIWG:

o ATMOOTOAN SelyudTwy yla avaAuon

e  Metakivnon oe StapopeTikr opdda NAI

®  AMOKAELOUOG oTaBuoU
H AUon mapéxetal pe pnviaia xpéwon kot n AvaBgtouoa Apxn NAI
pmopet va mpooBEteL ) adatpel ddeleg katd BouAnon xwpig

ZeAiba
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S8éopeuon ehdylotou f péylotou aptbpou.

Agv umtdpxel EAAXLOTOG 0PLOUOC AMALTOUUEVWY OSELWV. NAI

H xpéwon adswwv Ba yivetal ava teppatikod (workstation,
server, mobiledevice) ave§aptitwg xpnotwv.

(Xp€won yLa 200 adelecg) NAI

O Avadoxog Ba mapEXeL AMOUAKPUCEVN UTIOOTAPLEN TNG
unnpeoiag EDR xwpig emunpooBetn xpéwon NAlI

H Slaxelplon va yivetatl pe xprion webbrowser NAI

Na urnootnpiletal auBevtikomoinon moAAQAMAWY TAPAYOVTWY
(MFA) yla Tt oUvéeaon tou Slaxelploth NAI

H nipooBaon pe to meptBaAlov Staxeipiong e Oa amartei
oUVSEON e OMIOLOSATIOTE TPOTIO OTO ETALPLKO SikTuO. NAI

H nmpootacio Twv TEPUATIKWY 0TO GUVOAO TNG KaL N EVNUEPWON
AoylopikoU Ba eival evepyr evtog 1 eKTOG Tou SLKTUOU Tou
opyaviopoU Kat 6 Ba anattel cuvdeon o auTo. NAI

H Abon va mapéxet API NAI

EITYHZH - YNHPEZIEZ

O avadoyxog Oa mpémel va ival og Béon va poodEpeL Thv
UTiNpPECia cav pnviaia untnpeoia e To LOVTEAO GUVSPOUNTIKAG
a6£1060TNONG TOU KATAOKEUAOTH. NAI

B. KATAZKEYAZTEZ/MPOIONTA MOY OA YNOXTHPIZONTAI

e Juothpota — e§omALopdg tng Cisco mou mepAapPAavovTal oTiG MOPOKATW KOTNYyopLeg poioviwy:

- Networking (routers, switches)

- Wireless & Mobility (access points & controllers)

- Security (firewalls, security services)

- Collaboration (Unified communications Manager, Unified Contact Center Express, TelePresence/video

conferencing)

- Data Center - Unified Computing (rack-mounted & blade servers, UCS infrastructure, Data Center Switching)
e Noylouikd npotdvta twv VMware kal Veeam
e Juothpoata — e§omALoMOG TG HPE mou neplAapBavouv:

- Data Center - Unified Computing (rack-mounted & blade servers, Network storage)

YeAiba
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MAPAPTHMA Yrodetypa Okovopikng Npoadopdg
TIMH 2YNOAIKH 2YNOAIKH TIMH
MONAAAZ ®.N.A. TIMH xwpig | pe ®.N.A. (%)
A/A q
XWpic (....%) @.N.A.
®d.N.A.

YeAlba
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Ynodewypa Eyyuntikig EMLoToAng
Ovopaoia TPATELAG. ..cccueereeervereneen Kataotnua

Mpog

I.N.OAQPINAZ ETNATIAZ 9

TK 53100

EFTYHTIKH ENIZTOAH KANHZ EKTEAEZHZ AP. ....ccocvevcnecnnennnnee EYPQ ......cucuceee.

‘EXOUME TNV TWA va o0G Yyvwplooupe OTL eyyuwpeba Sla TG MAPOUCAG EYYUNTLKAG ETLOTOANG OVEKKANTA KL
avemipVAOKTA, TAPALTOUUEVOL Tou  Olkalwpatog TG Olapéoswg Kot  SWACEWG HEXPL TOU TOCOU  TWV

EYPQ........... IKOL OAOYPAPWE)..rcrenirrecrerereeernenens oTo omoio Kal povo meplopiletal n umoxpéwaon Mg, UTEP TNG
ETOLPELOG e cvuveveee ettt et s ter e er b et st en s eas HE A D. M.

DJVON ettt ettt et s ber s s b e yla TNV KoAf eKTEAEON Ao aUTAV TwV 6pwVv TNG UE aplBud
..................... obuBaong, mou uméypalde pall OaG yla TNV QAVAOECN .eceeeceecneerereceenene. JOP. SLAK/ENG

....... [ernn) TIPOG KAAUPN QVOYKWY TOU ..ceceveeereecreeeereeveneenes.. KOL TO OTTOLO TIOOOV KOAUTITEL TO 5 % TNG CUUPATIKAG TIPO
O.N.A. 0€loG coorrrerernnnne EYPQ auTtAc.

- To mopamdvw moc6 thpolpe otn Stdbeon cag kot Ba kataPAnBel pe povn t SAAwon oag oAlkd | HePLKE xwplc
kaulo and pépog pag avtippnon n évotaon kol wpig va epeuvnBel to Bacipo i Un tng anaitnong péoa o mévte 15)
NUEPEG amo amAn éyypadn eldonoinon cag.

- Xe TeplMTIWOn KATAMTIWONG TNG €yyunong TO TOCO TNG KATAMTWONG UTIOKELTAL OTO €KACTOTE LOXUOV TEAOG
XOpTOCHOU.

- 'H mapoloa eyyunon pog adopd MOVO ThV MAPATAVW altia Kol LoYUEL UEXPL TNV €MLOTpodr) TNG O €UAG, OMOTE
yivetal autodikata akupn kat Sev £xel amévavti pag Kapia Loyu.

- BeBaloltatl umelBuva OTL TO MOCO TWV EYYUNTIKWV HAG €MIOTOAWV Tou €xouv 600el oto Anuocio kat N.M.AA.,
cuvuToloyilovtag kol To mogd TG mapoucag, dev umepPaivel To OplLO TWV €yyuroewv Tou €xel kaBoploBel amo to
Yrnioupyeio OkovouLkwv yla Thv Tpamela Log.
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YNOAEITMA ZYMBAZHZ

YMOYPIEIO YTEIAZ & KOINQNIKHX AAAHAEITYHZ
3n YNE MAKEAONIAZ
FENIKO NOZOKOMEIO OGAQPINAX

«EAENH ©. AHMHTPIOY»

JYMBAZH NO ..../......

MPOMHGOEIA KAI ETKATAZTAZH NPOrPAMMATOZ NPOZTAZIAZ KAl KATAMOAEMHZHZ IQN (200 AAEIEZ antivirus) TOY
NAHPO®OPIAKOY ZYZTHMATOZ TOY I.N. DAQPINAZIIA ENA(1) ETOZ

ItV OAQPINA  ONHEPQ .vvvereerereeeveireeseveeeeeenes 2020, oL mapaKkAatw cuuBaArOpEvOL,

adevog tou Noptkou Mpoowmou Anpooiou Alkaiou pe Tnv emwvupia « FENIKO NOZOKOMEIO OAQPINAZ », tou e6peUetL
OAQPINA  (A.0.M999669027 A.O.Y. OAQPINAZ ), OTwG EKTPOCWTIELTAL VOULULA KATA TNV uTtoypadn TNG mapouoag ano
tov Aloikntr) tou Noocokopeiou MAMOYAKAZ XPHITOZ , mou Ba anokaAsital oto €QG XAPLY CUVTOULOG

«To Noookopelo» Kot

APETEPOU TNG ETALPELOG e vurererrerrrrrerrerererereanns pe ADOM ... A.O.Y. ....ccceueeenr, TIOU E6PEVEL OT.nnniee , 080¢
.......................... apOU. oo, TK e, LETNA. e €MAI L KO FAX .. TIOU EKTTIPOCWTTELTOL VOULUOL
OTNV TAPOU OO OTTO T.. K. weveveeereeearecrenenenn KOULTIOU Bt amokaAeiTal oto €€N¢ “MpopunBeutic”. cupdwvnOnkav Kat Eyvav

apolpaia anoSeKTd Ta MAPAKATW.

AopBavovtag vnoyn ta g€ng:
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‘Exovtag umoyn:
A) Ti¢ Stotagelg tou N.4412/2016.
B) Tnv urt’ aptB. .1/2021 Siaknpuén cuVOMTIKOU SLaywVvIGHOoU .

N Tnv um' aptB. .../ ...-..-..... KATAKUPWTLIKA arddaon tou A.Z. tou Nocokopeiou cUpdwva e Thv onoia o SgUTEPOC TWV
oupBalAopévwy avaknpuxBnke Avadoxog, ylo ta avaypadopeva oto apbpo 1o g mapoucag cuUPBaong.

A) Tnv urt’ apB. .../ ..-..-.... artodacn avaAnPng UToXPEWONG (ADA : .ovvveeeeeeeeeenee ). Zupdwvnoav kat cuvanodéxbnkav ta
29[

APOPO 1o

ANTIKEIMENO THZ 2YMBAZHZ

1.1. Avtikeipevo tng oupBaong eivat n MPOMHGOEIA KAI EFKATAZTAZH NPOPAMMATOZ NMPOZTAZIAZ KAI
KATANOAEMHZHZ IQN (200 AAEIEZ antivirus) TOY TAHPO®OPIAKOY £Y:THMATOZ TOY I.N. DAQPINAZIA ENA(1) ETOZ

1.2. To uno mpounBeta UAIKO Ba Bploketal o MANpN cupdwvia e TIG TEXVLKEG TTpodLaypadEC Kal Toug Aoutolg 0poug TG
SLoKNPUENG TOU SLaywVLOHOU KOl TNV TEXVLKH KOL OLKOVOULKN Tipoodopd Tou Mpounbeutr, mou Bewpolvtal 6To cUVOAD

TOUG aVATOoTaoTA EPN TNG POV Cag.

APOPO 20

AIAPKEIA 2YMBAZHZ
'H obuBacn Ba oxVel TIA ENA ETOZ kot TiBetat o€ LoxU ano tnv huepopunvia untoypadng tng Kot amnod ta Suo

SUMBaAAOEVA HEPN LE SIKALWA 3 LNVEC TTAPATACNG

ENAP=H IZXYOZ: .....cccorrrerrennnee
AH=ZH IZXYOZ

O MpopnBeutng umoxpeoUtal va avaypadel ota SeAtia amooToAng Kat Ta TIHOAOYLa TTWANCONG Tov aplBud tng cLUPAONG Kat
APOPO 30

KYPQZEIZ KATA TOY MPOMHOEYTH
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3.1 Me anodaon tou A.Z. Tou Noocokopeiou, Uotepa amno yvwpodotnon tou apuodiou opydvou, o Mpounbeutig
KNPUGOGOETOL EKTTTWTOG A0 T cUPach Kol and KABe Sikalwpa mou amoppéel art’ auth, ebocov Sev popTwaoe, mMapESwae N
QVTLKATEOTNOE TO CUMPBATIKA UALKA, 1} 8V EMLOKEVAOE I] CUVTNPNOE OLUTA LECA OTO CUUBATLKO XPOVO I TO XPOVO TaPATACNG

Tou tou 880nke pPeTa amno aitnon tou.

3.2. O MpopnBeutng 6ev KNPUOCETAL EKTTTWTOG ATO TNV KATAKUPWON 1 TNV avadeon r ano tnv cuppaon, eboocov:
3.2.1. To UAKO bev doptwBnKe N mapadodnke f avtikataotiOnke pe eubuvn Tou Noookopeiou.
3.2.2. Juvtpgxouv Adyol avwtépag Biag.

3.3. 2TOV MPOUNBEUTH TTOU KNPUOGCETAL EKMTWTOG OO TNV KATakUpwon, Thv avabeon f tn cuupacn, emBarlovral e
anddaon tou A.XZ. tou Nocokopeiou, Uotepa anod yvwpodotnon tou apuodiou opydvou, To OMoio UMOXPEWTIKA KAAEL Tov
evbladepopevo npog mapoyn e€nyroewyv, aBpoloTikd f SLalEUKTIKA, OL KUPWOELS TTou TtpoBAEnovTal oto apBpo 203 Tou
N.4412/2016.

3.4. 2 mepintwon napadoong UALKOU To omolo, mTapoucLAlel MAPEKKALOELG Ao TOUG OPOUG TG oUM Baong,
XWPIc dpwe va emnpedletal n kataAnAoTnTd tou, eivat Suvath n mapaAafr) Tou, e EKMTWON €Ml TG CUUPBATLKAG TIUAC,
€newta ano anodaon tou appodiou opyavou Stoiknong tou Noookopeiou, katd tn dtadikaoio Twv apBpwv 208 &

209 tou N.4412/2016.

3.5. Je mepimtwon Kotd tv omoia Ta UAKA ¢optwbBoulv - mapadoBolv f avikatactabouv petd tn AnEn tou
oupBaTkoU Xpdvou, Omwe StapopdwNKE e TUXOV HETABEDN aUTOU, KaL TTAVTWG HEXPL TN ANEN TOu XPOVOU TG MOapATACNG
TIOU eVOEXOUEVWGE XopNYNOnKe, emBAaAovtal 1¢ Bapog Tou pounBeuTr, Ta MPOCTIUA Tou dpBpou

207 tou N.4412/2016, koatd tn Stadikacia mou opilel to dpbpo autod.

3.6. EKTOC amo TG KupWwoelg Tou poPAEnovtal otov N.4412/2016, o mpoodépwv euBUveTal Kat yla kKabe {nuia
Tou TUXOV Ba mpokU el £1¢ Bapog Tou Noookopeiou armd TNV Un eKTEAEON N TNV KAk eKTEAEON TG cUUBAONG.

3.7. ElSIKN pNTpa akepaldtnTag: Katda tnv unmoypadr t¢ cuuBacng, o mpoodEpwy I} oL VOULUOL EKTIPOCWITOL Tou,
Seopelovtal 0TL, g 6Aa ta oTadla IOV tponynRdnkav tng kataklpwaong tng cuuPBacng, Sev evinpynoav abEuLta, mapavoua
1 KaTaxpnoTtika Kal otL Ba e€akoAouBricouv va PNV evepyolV Kat’ auTOVv ToV TPOTO KATA TO oTASL0 EKTEAECNC TG oUUBaONC
oAAG Ko peTtd T AREn autng.

Ye nepintwon mopafacnc Twv Opwv TNG PRTPAC AKEPALOTNTAG EK LEPOUC TOU TpoadEpovta HEXPL TN AREN TNG SLAPKELOG TNG
oLUBAONG, AUTOG KNPUOCETAL EKMTWTOG. OL UTIOXPEWOELG KAL OL OTTAYOPEVUCELG TNG PATPOG AKEPALOTNTAG KATAAAUBAVOUV
O\ Ta LEAN AUTAG, O mepinmtwon Kowormpagiag.
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EMMYHZEIZ
4.1. EyyOnon KoAAg ektéAeong Tng cuuPaonc.

JUudwva pe ta opllopeva otn dlaknpuén, o MpounBeuTAC, ylo TNV KaAr eKTEAECN TWV OPWV TNE tapovcag cuuPaacnc,
KatéBeoe TV UT apLb. ....cceeeueee, y S -201... EYYUNTIKN ETUOTOAN Tev. evevnereererieeeenes , TIOGOU ... €UpwW, To omoio
QVTLOTOLXEL O£ TOOOOTO MEVTE TOLG €KATO (5%) €Tl TNG oUVOALKNAC cupBatikig agiag (un cupnephapPBavopuévou tou @.MN.A.),
LLE XPOVO LoXUOC €EWE TNV .......... -201.....

Itnv nepintwon ovu n agia tng cuUPacng mov Ba MPokUYPEL eival HKPATEPN 1 lon Twv 2.500,00€ ektog DMNA, dev
anatteital n mapoxn eyyvnong KoAng eKtéAeong

4.2. 'H avwtépw gyyunon Ba emiotpadel otov NpounOeuTr LETA TNV OPLOTLKA TTOCOTIKH KoL TTIOLOTIKA TtapaAafn Tou UALKoU,
TNV EKMTARPWON TWV CUUBATIKWY TOU UTIOXPEWOEWV KaL TNV EKKAOAPLON TUXOV AMALTACEWY HETOEY TWV CUUPBAANOUEVWV.

4.3. Y& mepintwon petdbeong ) mapdtaocng Tou Xpovou mapddoong tou UALKoU, o MpounBeuTh¢ pEMEeL va mapateivel
avaAOywG To XPOVo LoXUOG TNG eyyUNOoNG KAANG EKTEAEONG 1 VoL UTIOPBAAEL VEQ, omtdTe emioTpédetal n apxkr. O Kotd Ta
AVWTEPW TIAPATELVOUEVOC XPOVOC LoxVOG TG eyyunong Ba eival peyalitepog katd éva (1) touAdylotov priva amd tn véa
nuepounvia mapddoong tou UALKOU.

4.4, Kotd ta Aoutd, wg mpog O,tL adopd TIC EYYUNROELG, LoxUouV Ta avadepOUEVO oTNV OLKela B€an tn¢ Staknpuéng kot oto
GapBpo 72 tou N.4412/2016.

APOPO 50

TPOMNOZ NAHPQMHZ

5.1. 'H mAnpwpn tou MpopnBeutn Ba yivetal LETA oMo KABE TUNLOTLKI) OPLOTLKI), TIOLOTIKI KAl TTOCOTIKN TtapaAafr) anod to
Noookopeio, pe Baon Tn cuokevaoia, TNV meplypadr KAl TNV T Twy 6wV, OTWE autd npoadlopilovtal avaAuTKA oTtnv
TEXVLKA KOL OLKOVOWLKH Tou Tpoadopa.

5.2. 'H mAnpwpr] Ba ylvetat Hetd tnv opLoTikn mapalafn Twv eldwv Kal urtd Tov 6po OTL 6EV CUVTPEXEL TEPITTWON
mapaAafng Twv eldwV HE EKMTWON I MEPLMTTWON EMLBOANC MPOOTILWY 1] AAAWVY OLKOVOULKWVY KUPWOEWV £L¢ BApog Tou
npounBevTh.

5.3. H mAnpwun Ba yivetal oe gupw (€), kAL tnv Loxyvouca vopoBeoia mepl Bewpnaon XPNUATIKWY EVIAAUATWY MTANPWHUAG
amnd tov appddio Enitpomno tou EAsykTikou Zuvedpiou .

5.4. Xpovog e€0dAnong: evidg e€rvra (60) nuepwv, UTIOAOYIIOUEVWYV AItO TNV EMOUEVN TNG UTIOBOANG TOU TLOAOYioU
nwAnong and Tov mpounBeuth.
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5.5. 'H €€6dpAnon yivetal pe Baon ta vOuLpa SIKotoAoynTIKA MANPWUAC Kol Ta Aowutd ototyeia mou mpoBAEmovtal oto
oXeTkd apBpo tou N. 4412/2016 kat tnv LoxVouoa vopoBeaoia yla tnv e§6dAnon TitAwv MANPwWUAS N TNV elompaln
anaLtoewyv anod 1o Anpooto kat ta N.M.A.A. (armoSelkTikd GopoAOYLKNA G Kol aoPaALOTIKAG EVNUEPOTNTAS K.ALTL.).

5.6. 'H urtoBoAn tou TiuoAoyiou Sev pmopel va yivel mpLy armo TV eKMARPWON TWV CUUPBATIKWY UTTOXPEWCEWV.

5.7. e mepimtwon mou n e€6dAnon twv THoAoyiwy yivel LeTd tnv mo mavw npobecouia, to Noookopeio kabiotatat
UTEPAEPO, oUUdwVa pe TIC Statagelc tou N. 4152 «Emeiyovta pétpa edpappoyng twv vouwy 4046/2012, 4093/2012 kat
4127/2013» (DEK 107/9-5-2013) mapay. Z5 «XYNAAAATEZ METAZY ENIXEIPHZEQN KAl AHMOZIQON APXQN».

5.8. 'H mpoBeopia mAnpwuAg avacTEAAETOL a) KOTA TO XPOVIKO SLACTN A TTOU HeCcOAABEL amod TV AOCTOAR TOU OXETIKOU
XPNHATIKOU EVIAALATOC TANPWUNG oTov apuddio Enitporno tou EAeykTikoU Zuvedplou kat péxpl tn Bswpnon avtou, B) katd
TO XPOVIKO Sldotnuo tuxov SikaoTikwyv i e€wdilkwy Slevéfewv petall Tou Noookopeiou Kal Tou mpopnBeuth, mou
adopolV otnv ekTEAEON TNG oUUPBAONG, KABWGE KAl y) OTLG AOUTEG TIEPLTTWOELS TTOU avadEPOVTaL OTO OXETIKO apBpo tou N.
4412/2016. Entionc, 6ev mpoopetpdtal o xpdvog kabuoTtépnaong TG MANPWHAC, TTOU OPEIAETAL OE UTIOLTLOTNTO TOU TAPOXOU
(un éykatpn umtoPoAn Twv avaykaiwv SIKaoAoyNTIKWY K.A.TL).

5.9. O MNpopnBeutng BapUveTal e ONEG TLG VOULUEG KPATNOELG.

O ®opog MNpootBepevng Aglag (O.N.A.) emti tng aglag Twv TLoloyiwv Bapuvel tnv AvaBétouvoa Apxn. Ta €§oda petadopdg
Kal dpopToekdOpTWONC TWV eL6WV Paplvouv Tov pounBeuT).
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APOPO 60

EIAIKEZ YNOXPEQZEIZ TOY NOZOKOMEIOY

Mépav Twv AoUmwy oUPPATIKWY TOU UTIOXPEWOEWY, To NoooKoUElo £XeL TIC €€ G ELOIKEG UTIOXPEWOELG, WG TTPOC OTL apopd TN
XPron Tou UTO PO BELa UALKOU:

a) Na pePLUVA YL TNV TIPOOEKTLKN XPron Tou UALKOU.

B) Na mpoduldooel to UALKO amd omoladnmote nMPokAnon {NULAG, odeNOUEVNG O UTIOLTLOTNTO UTIAAARAWY TOU

Noookopeiou 1 Tpitwv Mpoownwy f o e€WTePLKEG eMISpAoeLs (vypaoia, okdvn, umepBolikn (otn K.ATL).

APOPO 70
ANQTEPA BIA

UALKoU, epdoov cuvtpexouv Aoyol avwtépag Biag. Q¢ avwtépa Bia voeital kabe yeyovog anpoBAemnto, To onoio
OTN CUYKEKPLUEVN TIEPLMTTWGN S€V UMOPEL va amoTparel £0Tw Kal Pe T AP n LETPWY AKPOG ETLUEAELAG KOl CUVEDNG, EVEKQL
Tou ormoiou kaBiotatal avédikto otov Mpounbeutr) va tpoPel o i6Log ) HEow TPiTWY 0TV EKMARPWACN TWV UTTOXPEWCEWV
Tou.

7.2. g epappoyr tou dpbpou 204 tou N. 4412/2016, o MpounBeuTi¢ uToxpeoUTaL HEoa o€ Sldotnua eikoat (20) Nuepwv
oo TOTE MoU EAaPE WP TO YEYOVOG IOV CUVLOTA avwTtepa Bia va to avadEépel eyypddwg Kol va TTPOOKOULOEL 0TO
Noookopelo Ta amapaitnTa anodelKTKA oTolxela. 2€ mepimTwaon mou o NMpounBeuTrg 6V MTPOOKOLOEL TETOLA OTOLXEL
OTepElTOL TOU SIKALWUATOC VA EMLKAAECTEL TN ouvSpopn AOYou avwTEpag Blag yLa TN KU EKMTANPWON TWV CUUBATIKWY TOU
UTIOXPEWOEWV.

7.3. TeyovOTa MOV EVIACCOVTAL 0TO MAALOLO TWV KWVSUVWV TNG emayyeALaTikng Spaoctnplotntog tou MNpounBeuth katl
MMOopEL va EMNPEACOUV SUCUEVWG TNV EKMANPWAON TWV CUUPBATIKWY TOU UTIOXPEWOEWYV, SEV GUVLOTOUV AOYOUG OVWTEPAG
Biag.

APOPO 8o

AOIMOI OPOI

‘OMot oL 6pol Tn¢ apovoag Bewpouvtal ouclwSELS. TPOMOTOLNoN AUTWY UIMOPEL va YIVEL LOVOV eyypadwC, OE OVTLKELLEVIKA
SLKOLOAOYNUEVEG TIEPUTTWOELG KL LETA ATIO TIPONYOUUEVN OXETLKN amddaon Tou Alokntikol ZupBouliou Tou
Noookopeiou. Exouv mARpn cupBaTikn oYXV KAl ArmoTeAOUV QVOOOTIAOTA TUAATA TG CUUPAONC, OTO HETPO TIoU Sgv
OVTLKELVTOL OTOUG OPOUG QUTNG, a) n Slaknpuén tou SievepynBévtog Slaywviopou, B) n TEXVLKNA KoL OLKOVOLKN Ttpoodopd
Tou MpounBeuTth Kal y) oL SLEUKPLVLOTIKEG TOU EMLOTOAEG KOLL TAL TEXVIKA PUAAASLO TOU KATAOKEUOLOTLKOU OiKOU.

YeAiba 44
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APOPO 90
EMIAYZH AIAO®OPQN - EOAPMOZTEO AIKAIO

9.1. KaBe Stadopd mou avakUMITeL KaTd Tn StapKeLa LoxUoC TG ocUPPBaong ( ) Kat uetd t ARén tng, epdoov amoppéel
art’ autnv) Letagy tou Noookopeiou kat tou MpopnBeutr) kal adopd (evOeIKTLKA) TNV EKTEAECN TWV OpwWV TNG oUUPBaoN,
™V epunVveia AUTAC, ToV MPOGSLOPLOWO 1/ KOL TNV EKMANPWGN TWV CUUPOTIKWY UTIOXPEWCEWV TWV UEPWV N TNV Kab’
olovdnmoTe TPOMo AUCN TNG, EMAVETOL KT apXnV, AVEEAPTATWG TOU XPOVOU YEVECSEWG TNG, ot TO ALOLKNTIKO ZUMBOUALO
tou Noookopeiou, tpog To omoio o MpopnBeuth¢ MpEmel va ansuBUVeL OXeTIKA aitnon. To A.Z. anodacilel OpLOTIKA EVTOG
€UAoyou Xpovou e attlodoynpévn anodaon Tou, n onola yvwotonoleital otov evladepopevo. Eav 1o A.Z. Tou
Noookopeiou Sev ekdwoel anmodaon ent tng altoews péoa o U0 (2) UAVEG Ao TV NUEPa UTTOBOANG TG 1 av O
MpounBeutng dev anodexBel tnv anddaon Tou A.Z., TOTE OMOLOSATOTE Ao Ta Hépn SikatolTal va eLoayayel tn dtadopd
npog eniAuon evwriov Twv appodiwv Alkaotnpiwv.

9.2. Ka&Be Stadwvia r Stadopd mou Ba amoppést ano tn cuppacn mpoundetag r Oa oxetiletal W avtiv kat dsv Ba
puBuileTal KaTA TOoV AVWTEPW TPOTO, Ba eMIAUETAL ATOKAELOTIKA artd Ta ka®’ UANV appuoddia Sikaotrpla

9.3. Mo otL ev mpoPAénetal otnv mopoloa cupPaocn, ebapudlovral oL 6pol TnG urt aplb. ...../2019 Saknpuéng tou
SlevepynBévtog Slaywviopou, kabwg Kat ot Ttepl mpopnBelwv tou Anpociou Slatagelg, Onwg Loxvouv kabe dopd.’H
edappoyn Twv Slatdéewv autwy Sev amokAsiel tnv doknon GAAwY Sikalw Hatwv Tou NOoOKOUELOU, TTOU amoppEouV amod
TG ouvadeilg pe tn cvpPoon Statdtelg tou Aotikol Kwbdika Katl tng Aoutrg Loxvouoag vouobeoiag.

Je emiBePaiwon dAwv Twv Mapandvw ocuvtaxdnke n mapovoa o Suo (2) dpola avtiypada, ta onoia, adou dtafactnkay,
umoypadnkav amno toug cupBaropevoug, ek Twv omoiwv to Nocokopeio £hafe £va (1) avtiypado, evw to dAo €Aape o
MpounBeutng.

APOPO 10

NMPOMHOEIA KAI EFTKATAZTAZH

MPOrPAMMATOZ NPOZTAZIAZ KAl KATANOAEMHZHZ IQN (200 AAEIEZ antivirus) TOY MAHPO®OPIAKOY ZYSTHMATOZ
TOY I.N. DAQPINAZIIA ENA(1) ETOZ

A. TEXNIKEZ NPOAIATPADEZ

YeAiba 45
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A/A MEPITPAOH

Zvotnua npootaciag tTeppatikwy otaduwv (EDR)

TEXNIKA XAPAKTHPIZTIKA

APOGPO 11 EPMHNEIA

Ot emikepaAldeg Twv 0pBpwv TG apoloag EXouv TeEBEL AMOKAELOTIKA yLa T SleukdAuvon Kot Sev umopolv va
XpnotonownBouv yLa tnv epunveia tou apbpou tng ZUUPBAONG AUTAG.

Ol 2YMBAAAOMENOI

o to Noookopeio o Tov mpounBeutn

NAMNOYAKAZ XPHZTOZ

YeAiba 46
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